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Abstract. Image protection and organizing the associated processes is based
on the assumption that an image is a stochastic signal. This results in the
transition of the classic encryption methods into the image perspective.
However the image is some specific signal that, in addition to the typical
informativeness (informative data), also involves visual informativeness. The
visual informativeness implies additional and new challenges for the issue of
protection. As it involves the highly sophisticated modern image processing
techniques, this informativeness enables unauthorized access. In fact, the
organization of the attack on an encrypted image is possible in two ways:
through the traditional hacking of encryption methods or through the methods
of visual image processing (filtering methods, contour separation, etc.).
Although the methods mentioned above do not fully reproduce the encrypted
image, they can provide an opportunity to obtain some information from the
image. In this regard, the encryption methods, when used in images, have
another task - the complete noise of the encrypted image. This is required to
avoid the use of visual imaging techniques. The paper describes the use of
RSA algorithm elements in fractal quadratic transformations and fractal
transform systems for encrypting / decrypting grayscale images. The values of
pixel intensities in the matrix of such images are known to be in the range
from 0 to 255. Noise functions in both methods were linear.

Keywords: encryption, decryption, fractal algorithm, contour, image, linear
fractal, quadratic fractal, fractal algorithms system.

1. Introduction

Images are one of the most commonly used types of information in various industries
[1, 2]. Accordingly, the crucial task is to protect images from unauthorized access and
use [3]. The problem of protection against unauthorized access is more challenging
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and complicated than the problem of protection of use [4]. The clarity of the image is
reflected in the clarity of the contours in the image [5]. The task of separating an
outline requires the use of operations on adjacent elements that are sensitive to
changes and suppress the areas of constant brightness levels. Thus, outlines are the
areas where changes occur, becoming light, while other parts of the image remain
dark [6, 7].

Mathematically, the ideal outline is the break of the spatial function of the
brightness levels in the image plane [5]. Therefore, the separation of the contour
means the search for the most abrupt changes, that is, the maxima of the modules of
the gradient vector [5, 7]. This is one of the reasons why the contours remain in the
image when encrypted with the RSA system [5, 8], since the encryption here is based
on raising to a degree the intensity of an individual pixel modulo some natural
number [9]. At the same time, on the contour itself and adjacent to the contour pixels
elevated to the degree of brightness value results in an even bigger contrast [7].

Various algorithms support the distinction of contours [11], such as tracking
algorithms [12]. Tracking algorithms are based on the fact, that the image is searched
for an object (the point of the object that is met first) and the contour of the object is
tracked and vectorized. The advantage of this algorithm is its simplicity, the
disadvantages include their consistent implementation and some complexity in the
search and processing of internal contours [11].

An example of such algorithm is the "bug algorithm™, which is shown in Fig. 1
The “bug” starts moving from the white area towards the black. As soon as it hits the
black element, it turns left and moves on to the next one. If this element is white, then
the “bug” turns to the right, otherwise, it turns to the left. The procedure is repeated
until the “bug” returns to its starting point. The coordinates of the transition points
from black to white and from white to black elements describe the outline of the
object.
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Fig. 1. Scheme of the tracking by “ bug algorithm”



2. Initial assumptions and basic definitions

We assume that the color matrix is matched to the image [5]:

C1,1 Cl,M
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Cyui - Cum

In relation to the image there are certain tasks of its encryption, namely, the
contours on the sharp-fluctuation images are partially preserved [5, 8, 9]. In [7], it was
proposed to use linear fractal transformations to encrypt/decrypt grayscale images. In
this paper we use quadratic fractal transformations and systems of fractal
transformations to encrypt/decrypt grayscale images (the term fractal is derived from
the Latin word “fractus” crushed, fractional) - irregular, self-similar structure [13, 14].
In a broad sense, a fractal means a figure whose small portions in an arbitrary
magnification are similar to itself. The three common methods of fractals generation
are as follows [13, 14]:

e Iterative functions are built in accordance with a fixed rule of geometric
substitutions. Cantor set, dragon curve, Peano curve, Sierpinski carpet, Sierpinski
triangle, Koch curve, T-Square and Menger sponge are examples of such fractals.

e  Recurrent relations are fractals that are determined by the recurrent relation
at each point in space (such as the plane of complex numbers). The examples of
fractals of this type are the burning ship, the Mandelbrot set, and the Lyapunov
fractal.

e  Stochastic processes are fractals that are generated using stochastic rather
than deterministic processes, such as fractal landscapes, the Levi trajectory, and the
Brownian tree. The latter forms the clusters of diffusion concentrates and reaction
concentrates.

3. Encryption and decryption using Quadratic Fractal
Algorithms.

3.1. Algorithm 3.1: processing by one row of the image C.

We will assume that P, Q is a pair of certain prime numbers [5, 7]. The encryption is
performed element by element using the quadratic fractal transformation of the
elements of the image matrix C by the following formulas:

xB —paE VL FD)?—Q u=x(mod n), , m=1,2,...,M 2

where M - the number of elements in a row, f(l) — functions of noise making, k —
fractal iteration number, xﬁ,?)z Cij - matrix row element (1).
The decryption is done in reverse order using the following equation:



x}{?f_l) = \/(xr(:} +Q)/P — f(D)) u = x® (mod n), m=12,.,M (3)
The results are shown in Fig. 2 after the 5 fractal iteration.
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Fig. 2. Results: a) original image, b) encrypted image, c) decrypted image
3.2.  Algorithm 3.2: processing by two rows of the image C.
Assume that P, @, R, T - four certain prime numbers. The encryption is

performed elementwise using the quadratic fractal transformation of the elements of
two consecutive rows of the image matrix C by using the following equations:



xf}f) = P(xf:f_l) +fM)?-Q u=x*(mod n), m=1,2,...,.M 4)
yg‘) = R(yg_l) + g2 —-Tu=x*@(mod n), m=12,.., M, (5)

where N, - the number of elements ina row, f (1), g(1) —functions of noise making,

k — fractal iteration number, x}{f] = ¢ ,y,f} = Cit1j-

The decryption is done in reverse order using the following equations:

xﬂc—l}:\/(xﬁrur@)/p ~f@), m=12..M (6)
yrgf—l}:\](yg‘hrr)/;e —g), m=12..,M U]

The results are shown in Figure 3 after the 4" fractal iteration.

Fig. 3. Results: a) original image, b) encrypted image, c) decrypted image



4. Encryption and decryption using fractal algorithms systems

4.1 Algorithm 4.1: processing by two rows of the image C.

Assume that P,Q - a pair of certain prime numbers, K= (P - 1)( Q - 1), L = PQ.
The encryption is performed using a fractal transformation of two corresponding
elements of two consecutive rows of the image matrix C by the following formulas:

Xm = Xm-1~Ym-1 + (M —)j(P*med K — i)

®)
Vim = 2Xm_1Ym-1 + (M — i)j(QdmOd K—i)
i=12.,M,j=12,.,N
where N — image width, M — image height (in pixels) ,
ed =1modlL, xg= ¢;,Y0 = Cij+1.
The decryption is done in reverse order using the following formulas:
_ Am"' Dm
Xm—-1 = 2
9)
2B,

Ym-1= g om

where Dp= A% +4B,,, Ay = Xy — (M — )j(P® mod K — 1),
Bn = hm — (M —)j(Q? mod K — i))/2.

The results for the different values of P and Q are shown in Fig. 4.
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Fig. 4. An influence of the different P and Q values for image encryption-decryption by two
rows: a) P=13, Q=31, b) P=37, Q=47 , c) P=11, Q=97



4.2 Algorithm 4.2: processing by one row of the image C.

Assume that P, Q - a pair of certain prime numbers, K= (P -1)(Q-1), L = PQ.
The encryption is performed using the fractal transformation of two in order of
elements of each row of the image matrix C by the following formulas:

Uy =Um1— Vmey1 + (M +1)j(PEmod K — i)

(10)
Vyp = 2Um-1Vm—1 + (M +1)j(Q9 mod K —i)
i=12..,N,j=12, .., M.
where M — image width, N —image height, ed = 1modL,
Ug = Cij: Vo= Cijt+1-
The decryption is done in reverse order using the following formulas:
Am+D,
g = AoctD
(11)

v _ 2Bn
mL = 4o

where D, = A% +4By, Ap = um— (M + )j(P® mod K — 1),
By = (v — (M + )j(Q? mod K —i))/2.

The results are shown in Figure 5 after the 8th iteration with the different P,Q.
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Fig. 5. An influence of the different P and Q values for image encryption-decryption by one
row: a) P=13, Q=31, b) P=37, Q=47 , c) P=11, Q=97



5. Evaluation of encrypted and decrypted images

We have evaluate obtained results using mathematical expectation and dispersion.
5.1 By mathematical expectation.

Figure 6 shows the graphs of the mathematical expectation for the original and
decrypted images (P = 13, Q = 97, for example, the selected Fig. 5b)) for the first 38
rows of the pixel intensity matrix. From the graphs, it can be seen that the
mathematical expectations for the input and decrypted images are almost equal, so,
the deviations of these quantities are small. This is confirmed by a visual comparison.

Fig. 6. Mathematical expectation of the original and decrypted images

Figure 7 shows the dispersion graphs for the original and decrypted images (P =
13, Q = 97, Fig. 5b)) for the first 38 rows of the pixel intensity matrix. The figure
shows that the variance of the input and decrypted images is almost equal, so, the
variations of these values are even smaller.

5.2 By dispersion.

Fig. 7. Dispersion of the original and decrypted images.
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6. Discussion and conclusions

Application of quadratic fractal algorithms. From visual comparison of Fig. 2 and
Fig. 3, we can see that the encryption using Algorithm 3.1 is different from the
encryption by Algorithm 3.2. An image outlines (silhouettes) in both encrypted
images are missing. The decrypted image in Fig. 2c) is not visually different from the
decrypted image from Fig. 3c. The encrypted images are also not different in color
and structurally. These algorithms can be used in the transmission of graphic images
and can be applied to any type of images, but the greatest advantages are achieved
when using images with the well-defined contours.

Both algorithms (3.1 and 3.2) can also be applied to color images. However,
regardless of the type of image, the size of the encrypted image can grow in
proportion to the size of the input image.

Usage of fractal transformation systems. Visually comparing the encrypted
images at different values of P and Q when encrypting two rows of the matrix (1)
(Fig.4) shows that the encryption at different values of simple P, Q can differ
significantly. But the original image is not visually different from the decrypted one.

The same conclusion can be drawn regarding the encryption / decryption of one
row of the matrix (1). The figures also show that encrypting / decrypting one row of
an image matrix is different from encrypting two rows of that matrix.

The contours in both cases are missing in the encrypted images. The decrypted
images in both cases are visually equivalent. The encrypted images differ structurally
and in color.

These algorithms can be used in the transmission of graphic images and can give a
satisfactory result for different image, but the biggest advantages are achieved when
using images that allow clearly distinguishing the contours. In addition, encryption
stability is increased because certain prime numbers (which can be quite large) are
used for encryption and decryption, which depends on the stability of the
cryptographic algorithm.

Both types of the mentioned encryption algorithms of image encryption/
decryption can also be applied to color images. However, regardless of the type of
image, there may be problems in solving the corresponding algebraic non-
homogeneous linear systems of equations.

Future research can be conducted to use combinatorics [15] for creating
combinatorial encryption methods using [16-18].
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