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Abstract

Quantum key distribution is one of the most mature applications of quantum mechanics. It promises
unconditionally secure communication between distant partners based on the laws of physics rather
than assumptions about computational hardness, as is the case in currently used asymmetric
encryption protocols. The long-distance transmission of single quanta, which is a precondition for
feasible quantum key distribution, is most efficiently achieved using single photons. While there are
many different protocols for quantum key distribution, entanglement-based applications such as the
BBM92 protocol have the advantage of being immune to certain potential attacks, and they require
comparably little electronical engineering overhead. In BBM92, the communication partners Alice
and Bob each receive one entangled photon of a pair and measure the degree of freedom they are
entangled in, e.g. polarization. By randomly switching between two mutually unbiased polarization
bases for each of these measurements and comparing parts of the results, Alice and Bob can find out
whether a potential eavesdropper has tried to hack their communication by extracting information
from the photon states. If Alice and Bob conclude that this hasn’t been the case, they and only
they are in possession of the same quantum-random bit string, which they can use as a symmetric
encryption key via any classical, unsecured channel.

In this work, I show a continuously working long-distance polarization-based BBM92 protocol
over 248 km of deployed telecommunication fiber, as well as the necessary pre-studies. While free-
space quantum connections via satellite have the advantage of substantially lower loss, fiber-based
applications do not require an obstruction-free line of sight. This means that they can be operated
continuously, without limitations by time of day, weather, or satellite position. This can in certain
configurations compensate for the substantially lower transmission rates.

There are several specific challenges to be overcome in fiber-based BBM92, the most important
ones being strong attenuation, chromatic dispersion and polarization drift. In this work, I present
altogether four publications: The first paper is concerned with the establishment of a correct
mathematical model that not only allows to design the experimental set-up of any BBM92 realization,
but also to calculate the optimal operation parameters once it is deployed. In the second paper,
a high-brightness, high-fidelity source of polarization-entangled photon pairs is presented. Firstly,
this source can be used for long-distance fiber links. Secondly, we show how it could provide as
much as 1Gbit/s secure key rate over shorter links, and identify today’s single-photon detector
performance as the bottleneck in present-day quantum key distribution. The third publication
deals with the problem of chromatic dispersion, which is unique to fiber connections and smears
out the single photon’s temporal distribution. This in turn decreases the measurement fidelity.
By exploiting the frequency-correlations of the entangled photon pairs, we manage to re-establish
tight temporal correlations, making use of nonlocal dispersion compensation. Finally, the fourth
publication combines all these findings to establish a two-channel link for polarization-entangled
photon pairs crossing the Austrian-Slovakian border, thereby bridging 248 km of fiber and altogether
79dB of loss. We operate this link for an exemplary time of 110 hours with a duty cycle of nearly
75%, where the other 25% are required for automatized nonlocal polarization drift compensation.
During the on-time, we observe stable pair rates of 9s~! and an average quantum bit error rate of
7%, resulting in a quantum secure key of altogether 403 kbit, created with a rate of 1.4 bits/s.






Kurzfassung

Quantenschliisselverteilung ist eine der ausgereiftesten Anwendungen der Quantenmechanik. Sie
ermoOglicht prinzipiell unknackbar verschliisselte Kommunikation zwischen weit entfernten Partnern.
Ihre Sicherheit basiert auf den Gesetzen der Physik und nicht auf unbewiesenen Vermutungen tiber das
Ausmaf des Rechenaufwands fiir die Umkehrung gewisser mathematischer Probleme, wie es in derzeit
verwendeten asymmetrischen Verschliisselungsprotokollen der Fall ist. Eine notwendige Voraussetzung
fiir die Realisierung von Quantenschliisselverteilung ist das Versenden einzelner Quanten iiber grofe
Distanzen. Diese wird am effizientesten durch die Verwendung von Einzelphotonen erreicht. Es
gibt verschiedene Quantenschliisselverteilungsprotokolle; verschrankungsbasierte Anwendungen wie
das BBM92-Protokoll jedoch haben den Vorteil, dass sie gegen gewisse Attacken von vornherein
immun sind. Fiir BBM92 erhalten die Kommunikationspartner Alice und Bob jeweils ein Photon
eines verschrinkten Photonenpaares und messen es in dem Freiheitsgrad, in dem es mit dem anderen
verschrankt ist, z.B. in Polarisation. Durch den randomisierten Wechsel zwischen zwei voneinander
unabhéngigen Messbasen und das Vergleichen eines Teils der Messergebnisse kénnen Alice und
Bob feststellen, ob ein Lauschangriff durchgefiihrt wurde, der Information aus dem verschriankten
Zustand extrahiert hdtte. War dies nicht der Fall, sind einzig und allein die beiden im Besitz eines
quantenzufilligen Bit-Strings, mit dem sie {iber jeden beliebigen Kanal v6llig abhorsicher mittels
symmetrischer Verschliisselung kommunizieren kénnen.

In dieser Dissertation zeige ich ein stabiles polarisationsbasiertes BBM92-Protokoll iiber 248 km ver-
legte Glasfaserkabel und die dazugehérigen Vorstudien. Auch wenn Freistrahl-Quantenverbindungen
via Satellit substantiell geringeren Transmissionsverlust aufweisen, haben Faserverbindungen doch
den Vorteil, dass sie unabhéngig von einer obstruktionsfreien Sichtverbindung operieren kénnen.
Das bedeutet, dass sie unterbrechungsfrei betrieben werden kénnen, ohne durch Tageszeit, Wetter
oder Satellitenposition eingeschriankt zu sein, was den erhdhten Verlust ausgleichen kann.

Es gibt etliche faserspezifische Herausforderungen bei BBM92, wobei starker Verlust, chromatische
Dispersion und Polarisationsdrift die herausragendsten darstellen. In dieser Arbeit présentiere ich
insgesamt vier Publikationen: Die erste beschéftigt sich mit der Entwicklung eines mathematischen
Modells, das es nicht nur erlaubt, jedwede BBM92-Realisierung zu planen, sondern auch deren
optimale Betriebsparameter, sobald diese einsatzfdhig ist. In der zweiten Publikation wird eine
helle und zuverlassige Quelle polarisationsverschrankter Photonenpaare vorgestellt. Diese Quelle
kann einerseits fiir Faserkanéle iiber lange Distanzen eingesetzt werden. Andererseits zeigen wir
auch, wie sie liber kiirzere Faserstrecken bis zu 1 Gbit/s Schliisselrate herstellen konnte, und identi-
fizieren die Leistung heutiger Einzelphotondetektoren als limitierenden Faktor fiir die Performance
moderner Quantenschliisselverteilung. In der dritten Publikation wird chromatische Dispersion
behandelt, die einzig Faserverbindungen betrifft und das Ausschmieren der Photonen-Zeitverteilung
bewirkt. Dies wiederum sorgt fiir verringerte Messqualitdt. Indem wir die Frequenzkorrelationen
der verschriankten Photonen ausnutzen, stellen wir wieder scharfe Zeitverteilungen her und be-
dienen uns dabei nichtlokaler Dispersionskompensation. Die vierte Publikation schlieklich behandelt
die Herstellung einer Zweikanalverbindung fiir polarisationsverschriankte Photonenpaare, die die
Osterreichisch-slowakische Grenze iiberquert und dabei insgesamt 248 km Faser und 79dB Ab-
schwichung iiberbriickt. Diese Verbindung betreiben wir fiir eine exemplarische Zeit von 110 Stunden
mit fast 75% aktiver Einschaltzeit, wobei die restlichen 25% dazu verwendet werden, Polarisa-
tionsdrifts automatisiert und nichtlokal auszugleichen. Wahrend der aktiven Zeit registrieren wir
stabile Raten von 9 Photonenpaaren pro Sekunde mit einer durchschnittlichen Quantenbiterrorrate
von 7%, was in einer Schliisselrate von 1.4 bits/s und einem Gesamtschliissel von 403 kbit resultiert.
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1 Introduction

This introduction is meant to give a short overview of the fundamental techniques and principles
the papers of this cumulative thesis are based on. It is meant to serve as an aid to contextualize
these publications and, by introducing references to the most important literature in the field of
entanglement-based quantum key distribution, embed the thesis in today’s science landscape. Due
to the extensiveness of the ever growing field of experimental quantum optics, I will strictly limit
myself to the concepts that my publications directly refer to. In Chapter[2] I will then go into more
detail, describing the technical and experimental aspects of the thesis. There, I will highlight the
interconnections and co-dependencies of my publications and outline the contributions of each paper
to the main goal of this experimental thesis, namely the establishment of a real-world, long-distance,
transnational and ultra-stable entanglement-based QKD connection over deployed fiber. Then, the
scientific publications are printed in original in Chapter[3]

Quantum key distribution (QKD) is one of the most mature applications of quantum mechanics,
exploiting quantum properties of single quanta to generate random, secret and therefore information-
theoretically secure cryptographic keys. This is done by exploiting quantum effects to create so-called
one-time pads, which I explain in the following section . Afterwards, I introduce the concept
of quantum “entanglement”, along with two phenomena QKD relies on, namely the “no-cloning
theorem” and “monogamy of entanglement” (section[l.2). Proceeding from these considerations,
I lay out the BBM92 protocol, which was the basis of the experimental work this thesis presents

(section[L.3).

1.1 One-time pad (OTP)

The promise of “information-theoretical security" means that there exist security proofs for QKD
rather than assumptions about computational complexity, as is the case with currently used
asymmetric encryption schemes, such as RSA. These schemes essentially rely on the assumed hardness
of integer factorization [I]. Quantum cryptography, however, utilizes a symmetric encryption scheme
called one-time pad (OTP), which is, in itself, completely classical. The idea behind OTP-based
encryption has been patented nearly a hundred years ago [2] and is provably information-theoretically
secure [3]. The scheme works as follows, assuming messages in binary code: Both receiver and sender
(most commonly called Alice and Bob) own an identical secret, random and unique key of the same
length as the message they want to transmit securely. Alice performs an XOR gate between this key
and the message (see Table and sends it to Bob, who performs the same operation with the
encrypted message, thus recovering the original one.

Alice Bob
Clear-text message 1(1|1(0j0|1|1]|0|1]0
Key @{ T[1]0/1[1]0]1]0]0]0
Encrypted message = 0O(o(1{1{1f1j0{0f1]|0 }@

Table 1.1: OTP-scheme: Alice performs bit-wise XOR operations between her clear-text message
and the secret and random key. The encrypted message can then be sent to Bob, who for
his part adds the key to it and thus recovers the clear text.
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The encrypted message can be sent along arbitrary channels, even broadcast, since due to the
key’s randomness, there is no information about the initial message left in the encrypted one. This
is, however, only true, if the following conditions are met:

1. The key must be secret, i.e. there should exist exactly two copies of it, one at Alice and one at
Bob.

2. Its length must be the same as the message’s.
3. The key must be truly random.
4. Tt is only to be used once.

Up until the invention of QKD, the only way to meet these conditions with certainty was to create a
random key (e.g. via electrical noise), copy it and immediately hand it over to the two communicating
partners, who could then, in the future, use it to exchange secure messages. Asymmetric encryption
protocols on the other hand do not require the communication partners to ever meet, since the
encrypting key can be broadcast publicly, while the decrypting key is owned by the receiver alone.
This scheme is, despite its inferior security claim, much more practical than physically meeting to
exchange an OTP, especially considering modern information and telecommunication technology.
QKD can, however, remotely establish keys usable as OTP, thus featuring provable security
(which asymmetric protocols lack) between distant communication partners (which all early OTP
realizations lack). Since the basic idea for QKD first appeared in the ground-breaking publication by
Charles H. Bennett and Gilles Brassard in 1984 [4], there have been numerous different realizations
of how to create such a quantum-secure key [B, 6] [7, 8, O 10, 1), 12, 13]. In the following, I will
however restrict myself to the entanglement-based BBM92 protocol [14], which was the basis of the
experiments conducted in the course of this thesis. To this end, I will first briefly introduce the
concept of “entanglement”, together with the “no-cloning theorem” and “monogamy of entanglement”.

1.2 Quantum entanglement

Entanglement is a non-classical property of quantum states which was first described in 1935 in a
gedankenexperiment by Albert Einstein, Boris Podolsky and Nathan Rosen [15]. There, they consider
(w.l.o.g.) two particles whose spin directions are correlated by angular momentum conservation,
i.e. their total spin should be 0. The particles’ individual spins are, however, still undefined due to
Heisenberg’s uncertainty relation [16]. If one now measures the spin of one particle, the other particle
has to instantaneously “know” the measurement outcome and itself take the correlated individual
state, since it cannot violate momentum conservation. Assuming that this information has to be
sent from one particle to the other instantaneously, no matter how far they are separated, this would
violate the assumption that no physical system can travel faster than light. Einstein found these
implications so bewildering that he famously called entanglement “spooky action at a distance”
(“spukhafte Fernwirkung” [I7]). He believed that quantum mechanics was correct, but incomplete,
i.e., that there existed some yet to be discovered physical quantity (“hidden variables”) that in
fact predetermined the measurement outcome and was an attribute of both particles, such that no
information had to be exchanged between them when they were separated and measured. Nearly
thirty years passed before John Stewart Bell proposed an experiment in 1964 that would allow to test
whether such hidden variables did in fact exist [I8]. To this end, he introduced the so-called “Bell
inequality", a violation of which proves that quantum correlations can be stronger than hidden variable
theories would allow. This proposal, together with a variation of Bell’s inequality more suitable for
experiments [19], kicked off numerous experimental efforts to observe such “Bell violations”. From
the first experiment in 1972 [20] on, every single test favored the quantum mechanical description.
The experimental realizations became ever more stringent [211, 22, 23] 24], 25 26|, 27], 28], leaving less
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and less so-called experimental “loopholes” for hidden-variable theories, until the first loophole-free
Bell tests were realized in 2015 [29] [30) 31].

Note, however, that these results do not imply that superluminal communication is possible [32].
Simply speaking, this is because measurements on entangled particles do not allow to transmit any
information: Since the measurement outcome is random, no “encoding” is possible and therefore, no
information travels from one particle to the other.

All these experimental verifications imply that entanglement in fact allows for the distribution
of particles which carry information about their joint state, but not about their individual ones.
Mathematically speaking, this means that an entangled quantum state is not separable, i.e. it cannot
be written as a product state of the individual particles; the simplest maximally entangled states
are the so-called Bell states:

6%} = = (10)al0}s + 1al1))
67) = <= (10)al0)s = [1}a[1)s)
9% = <5 (100l1s + 110}
97 = —=(100al1)s = [1}al0). (11)

where |0) and |1) denote two orthogonal basis states spanning a Hilbert space with dimension 2, and
a and b two (distinct) modes, in our case spatial modes referring to Alice and Bob. For a detailed
discussion of the so-called “Bra-ket notation” used here, I refer the reader to introductory textbooks
such as Ref. [33].

Since the entangled particles’ individual states are undefined due to the superpositions of Eq.[I.]]
the outcome of a measurement of this state is completely random — but still correlated with the
outcome of the other particle.

It follows that “shared randomness” between distant users is possible with the use of entanglement,
i.e. condition 3 of the previous chapter can be met. Assuming that conditions 2 and 4 can be fulfilled
trivially, there is only condition 1 left: The secrecy of the measurement outcomes.

In fact, there exist two quantum mechanical phenomena which can guarantee that the measurement
outcomes at Alice and Bob aren’t only random, but cannot be known to anybody else in principle.
The first one, the “no-cloning theorem”, is true for any single quantum state [34], entangled or not:
A single quantum cannot be copied. An intuitive understanding of this effect can be given by
using Heisenberg’s uncertainty relation: If one knows the quantum mechanical quantity of a state
with sufficient precision — a necessary condition for copying —, this means that this quantity’s
conjugate variable is undefined (to a certain degree). If one wants to copy the quantity and its
conjugate and, in order to do so, determines it with sufficient precision, the first quantity becomes
undefined again. Therefore, a single quantum can never be copied with full information (with the
exception of eigenstates — however, with a single measurement, one cannot know with certainty
whether a particle was in an eigenstate of the measurement basis). It follows that an eavesdropper
(traditionally called “Eve”) cannot, in principle, intercept any particle sent between Alice and Bob,
copy it to keep it for herself and forward a particle carrying identical information to the original
receiver. In classical communications, this is perfectly possible, e.g. by tapping a wire.

The second quantum property needed to guarantee secrecy is called “monogamy of entangle-
ment” [35]. It means that if two particles A and B are entangled, there exists a strict bound on the
entanglement of these two particles with another particle C' — in fact, if A and B are maximally
entangled in a certain degree of freedom (e.g. polarization), they can share no entanglement in this
degree of freedom with C'. This means that if Alice and Bob each receive one particle of an entangled
pair, they can be certain that there does not exist a third particle somewhere which could still
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contain some information about the correlations they will observe when measuring their particles.
This is, again, a fundamental difference to classical communication, where one can never know with
certainty that there doesn’t exist a third copy of the OTP in use.

The implications of above considerations for an OTP protocol are obvious: If randomness can
secretly be shared between two distant communication partners, they can use it to create two
random, but correlated and therefore identical bit strings which cannot be known by anybody else
and use them as OTPs to transmit messages between them with unbreakable security. The following
chapter is concerned with the actual implementation of such a QKD protocol.

1.3 Entanglement-based QKD: the BBM92 protocol

(@) source

.
AR
t;'é E |£~
. .
“ .:
RN AN
. .

ALICE = BOB

| H/V D/A H/V D/A
o 00 0 R

(secret)
> X+ ++X+XX+++
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(public) TEEXXX+EXXEX <— o

XV VXYV XXXV X
Shared and secretkey—>[- 01 -1 - - 1 - 0 -|

[l
= O

T
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Figure 1.1: Working principle of the idealized BBM92 protocol. The source creates polarization-
entangled photon pairs and sends them to Alice and Bob, respectively. They randomly
choose one of two mutually unbiased bases per photon measurement (e.g. H/V or
D/A) and record both this choice and the measurement outcome. Afterwards, they
publicly communicate their basis choices only. Since only those photon pairs measured
in matching bases show a correlation, they discard all of their measurements performed
in different bases and keep the others. The bits collected in identical bases can now be
considered a quantum secure key.

Bennett, Brassard and N. David Mermin proposed an entanglement-based QKD protocol in
1992 [14] (in short: BBM92), which elaborated on the work by Artur Ekert from the previous year [3].

For the sake of comprehensibility, I will lay out the protocol in terms of photon pairs entangled in
their polarization degree of freedom, as was the case for the experimental implementations in the
course of this thesis.

The protocol works as follows (see also Fig. [L.1)):
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1. An EPR-source successively creates polarization-entangled photon pairs, e.g. in the state

6%) = —= (IH)al Yy + V)l VY5)

V2

1
= 5 (ID)al DYy + 1430l 4 (1.2)
where H (V, D, A) refers to horizontal (vertical, diagonal, antidiagonal) polarization and the
subscripts a and b denote the recipients of the photons, Alice and Bob.

2. Alice and Bob measure the polarization state of the photons they receive. For each photon,
they randomly choose one of two predefined, mutually unbiased measurement bases to measure
in, e.g., H/V and D/A.

3. Alice and Bob assign predefined bit values to each measurement outcome, e.g. H, D = 0 and
V, A = 1. They record these bit values and and another bit for the measurement basis for each
photon that reaches them and store these bit strings locally and secretly.

4. Once they have accumulated a certain amount of measurements (called the “raw key”), they
publicly announce the measurement basis of each of their registered photons. Alice and Bob
discard of all those measurements where they measured in different bases, which leaves them
with the so-called “sifted key”.

5. They now compare the actual measurement values of a randomly chosen subset of their sifted
key in order to assess the quantum bit error rate (QBER) E, i.e. the portion of correlations
not in accordance with Eq. (1.2]).

6. If E is above 11 %, Alice and Bob abort the protocol, since security cannot be guaranteed. If
it is below this value, a secure key can be created, further using classical post-processing [36].

7. Post-processing consists of a) classical error correction [37] in order to arrive at perfectly
identical keys, and b) privacy amplification to minimize any potentially leaked information to
Eve [38]. Essentially, these two steps require low-density parity checks to correct erroneous
bits, and large matrix multiplications to introduce “new” randomness to those bit values which
might be in possession of Eve [39].

8. Once Alice and Bob have carried out above steps, they each possess identical, random and
secret bit strings that they can use to encrypt messages of equal length with physical security.

The idea behind this protocol is the following: If Alice and Bob each receive one photon of an
entangled pair, they will arrive at perfect correlations between their measurement outcomes if they
choose to measure in the same basis. This can immediately be seen from Eq. : If the H/V basis
is chosen, the first line of the equation has to be applied — a 50:50 chance to measure either HH or
V'V, but zero chance to measure HV or VH. The same is true for D/A (second line). If Alice and
Bob however measure in different bases, their outcomes are maximally uncorrelated, since
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Thus, assuming Alice’s measurement yields H, one should expect Bob to measure H as well — but
only if he measures in the H/V basis too. If D/A is chosen, however, there is an equal probability
of measuring D and A. These uncorrelated measurements in the protocol is to force a possible
eavesdropper, Eve, to reveal herself. This works as follows:

As we have already established in the previous section, Eve cannot create perfect copies of a
photon she intercepts, and she also cannot entangle any other system with the pair shared between
Alice and Bob. Let us now consider an attack Eve could carry out with perfect efficiency without
being caught in a classical communication protocol: the so-called “intercept and resend” attack,
where she reads out each bit value sent between Alice and Bob, writes it down, and sends on a copy
of the same bit value. In BBM92 however, if Eve wants to listen in on the key exchange without
Alice and Bob noticing, she has to decide for each single photon in which polarization basis she
wants to measure it. Since she cannot know which basis the other recipient will choose, she must
hope that she guessed the basis right and then sends a photon of the polarization she just measured
(which is the best guess available to her) to its original recipient. (Note that for the following
considerations, the cases where Alice and Bob choose different bases are irrelevant since they will
never contribute to the key due to step 4 of the protocol.) Let us, without loss of generality, assume
that Eve intercepts a photon traveling to Bob and that she measures it to be D polarized. In this
case, she would write down the bit value 0 and send a D photon on to Bob. Now there are two
scenarios: In the one favorable for Eve, Alice and Bob choose D/A too, they both get D as a result,
Eve gains 1 bit of information and Alice and Bob will never know about it. In the other scenario
however, Alice and Bob actually measure in H/V. Therefore, the D polarized photon Eve sends on
to Bob will not be correlated with Alice’s measurement any more. Still, in half of all cases, Bob’s
measurement outcome will be the same as Alice’s just by chance, and no error is introduced. In
the other half however, Bob will get a result uncorrelated with that of Alice, although they have
measured in the same basis. This means that over many rounds, Eve will introduce an error of 25 %
in the correlations. Therefore, when Alice and Bob perform step 5, they will notice the high QBER
and abort the protocol because they cannot exclude the existence of an eavesdropper in that case.

From above attack, it also becomes apparent why the basis choice at Alice and Bob has to
be random: If there would be any preexisting or leaked information about the basis they will
measure in, Eve could use this information to measure in the same basis as them, thus being able
to completely recreate their correlations without being caught. Other attacks mostly focus on the
actual experimental implementation |40}, 411, 42, [43], [44].

Note that even if Eve owns the source of polarization-entangled photons, she will not be able to
learn anything about the key: This is because no information stays behind at the source due to
monogamy of entanglement. If Eve tries to avoid that by sending states that are not entangled,
e.g. just HH, Alice and Bob will again notice that their correlations don’t look as expected in both
bases.

As a final remark, entanglement-based QKD implementations have an intrinsic advantage over
prepare-and-measure protocols using faint light pulses. This is because the latter have a non-vanishing
probability of producing more than one photon per pulse. Therefore, Eve can carry out a so-called
photon number splitting (PNS) attack, where she keeps some photons of a pulse and forwards the
others, thus in part avoiding the restrictions imposed on her by the no-cloning theorem. There is a
scheme to avoid this problem, called decoy-state protocol [I1], which, however, requires technically
elaborate randomized attenuation of the faint pulses. Entanglement however intrinsically occurs in
pairs of single photons, therefore PNS is fundamentally impossible for BBM92 [45].

Now that the basic concepts of QKD using entanglement have been introduced, the next chapter
will be concerned with the actual experimental implementation of these concepts, the difficulties
that have to be overcome and the contribution of my publications to this scientific problem.



2 Experimental entanglement-based QKD via
deployed fiber

Since the first proof-of-principle QKD experiment over 30 cm in 1989 [46], there has been a plethora
of experimental realizations and also protocols pushing the limits of QKD further; I will continue to
focus on BBM92 for the sake of simplicity. In Section[2.1] T will give a short overview of history and
status quo of experimental BBM92. Then, I will outline the concrete challenges of a long-distance
fiber-based BBM92 implementation such as the one this thesis is concerned with, and how my
publications have helped overcome them (Section. The subsequent Chapter will then show my
publications in the original.

2.1 Past and present BBM92 implementations

The experimental evolution of entanglement-based QKD such as BBM92 is naturally closely connected
to that of entanglement distribution. The majority of early proof-of-principle papers focused on
violating Bell inequalities rather than implementing a full BBM92 protocol, although the changes
to the experiment would have been small (predominantly simply adapting the alignment of the
measurement bases). Also, the entangled state’s fidelity required for BBM92 is higher than the one
needed to prove entanglement only. The minimum entanglement visibility V' for BBM92 (relating
to the QBER as V = 100% — 2F) is 78% [30], while a Bell violation is possible with V=71%
already [19]. However, most experiments, even when only concerned with proving entanglement,
achieve visibilities > 80%.

Entanglement was first proven to exist over distances now considered negligible [23]. The first
efforts used free-space propagation of the photons due to the comparably low losses. In 1998, Weihs
et al. showed such a link sending one photon of a pair over 400 m [47], and Aspelmeyer et al. were the
first ones to implement a two-channel experiment of altogether 650 m length [48]. The single-channel
distances were increased to 7.8 km [49] in 2005 and even 144 km [26] in 2007. The next huge step in
free-space entanglement distribution was taken with the launch of the Chinese quantum satellite
Micius in 2016, which established entanglement via a dual downlink over a distance of 1200 km in
2017 [50] and created a quantum-secure key with BBM92 over 1120 km in 2020 [51].

Efforts to implement fiber-based entanglement distribution started later because of the higher
losses, chromatic dispersion and more difficult polarization control in fibers due to their inherent
birefringence [52]. The latter was also the reason why the first in-fiber realizations mostly relied on
time-bin entanglement, which is less influenced by temperature drifts and environmental circum-
stances: The first long-distance experiment in fiber was carried out by Tittel et al. in 1998 over
altogether 17.4km of deployed fiber in a two-channel configuration [24]. Since fiber spools can easily
contain hundreds of kilometers of fiber, many proof-of-principle “long-distance” experiments used
such coiled fibers inside the laboratory, e.g. over 100 km [53), 54] and 300 km [55]. Up to now, the
longest fiber-based in-field entanglement distribution was carried out by Wengerowsky et al. over
96 km of deployed submarine fiber [56]. Additionally, they showed a 192km link in a round-trip
configuration where source and detectors were all located in close vicinity [57]. The latter two
publications already focused on polarization-based BBM92, since it promises a higher key rate than
time-bin QKD: In polarization, every time-bin can carry two bits (since each photon detection, i.e.
each time-bin, carries a polarization bit rather than having to encode the bit values in (at least two)
time bins themselves).
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2.2 Advantages and challenges of this work’s fiber-based BBM92
implementation

Although losses in fibers are much higher than for free-space links, one main advantage of fiber-
based QKD implementations is the fact that they can in principle run interruption-free. Free-space
connections can so far only be operated at nighttime due to the absence of stray sunlight, and only
if there’s neither rain nor fog. Efforts to increase the noise resistance of such connections, such as
the ones shown in Ref.s [58, 59, [60] and the yet to be published work of Bulla et al. (cf. chapter ),
are only now beginning to yield promising results, and in any case the key rates are substantially
decreased in the presence of (sunlight) noise. Additionally, free-space satellite connections can only
operate on time scales of less than 7 minutes every 1.5 hours [50], at least as long as the satellites
are deployed in a low-earth orbit — higher orbits with longer overfly times or even geostationary
satellites [61] however exhibit higher losses.

Fiber links do not suffer from above fundamental limitations. Nevertheless, they require several
stabilization and compensation mechanisms and the mitigation of high losses. In the following, I will
shortly outline the challenges one faces when trying to establish a long-distance polarization-based
BBM92 experiment in fiber, and highlight how my publications have helped to study and overcome
them.

2.2.1 Fiber attenuation

Firstly, as already mentioned, losses are much greater in fibers than via free-space connections.
This is because especially in satellite configurations, the photons mainly travel in absorption- and
scattering-free vacuum. Even when the photons hit the atmosphere, the absorption there is much
lower than inside a glass fiber [62], at least when a suitable wavelength is chosen (e.g. in the near
infrared). Therefore, the losses in free-space links mainly originate from beam divergence [63], which
can in principle be mitigated by using larger telescopes. Even ultra-low-loss fibers however have an
attenuation coefficient of at least 0.16 dB/km [64], and the most common G.652 fiber standard allows
up to 0.35dB/km of loss [65, 66]. A typical real-world attenuation coefficient is about 0.2 dB/km [67].
Therefore, it is essential to produce entangled photon pairs with high rates in order to arrive at
non-negligible pair rates, i.e., a high-brightness source (developed in publication is necessary.
This, in turn, also requires detectors capable of temporally resolving photons potentially arriving in
close succession, i.e., low-jitter single-photon detectors (which have been used in publication.

2.2.2 Chromatic dispersion

Chromatic dispersion (CD) along the fiber results in an effect very similar to that of a detector with
high jitter. CD smears out the temporal distribution of the photon wave packets, depending on their
spectral width. This means that the size of the time-bins needs to be increased, effectively making
the “alphabet” shorter, i.e. less information can be gained in the same time span. This is obviously
detrimental for the bit rate of time-bin protocols, but also for polarization-based BBM92, since also
there, time bins are needed to identify photons of the same pair. This means that less photons can
be sent per second when the bin size is enlarged. There is, however, a quantum mechanical method
of compensating for CD called “nonlocal dispersion compensation” [68|, which we deployed in our
link implementation (publication using a single dispersion compensation module (DCM) to
compensate for CD in both fiber links. Additionally, as a pre-study to the actual link experiment,
we analyzed the impact of different magnitudes of CD on the secure key rate in publication[3.3]



2.2 Advantages and challenges of this work’s fiber-based BBM92 implementation

2.2.3 Polarization drift

Naturally occurring shifts in the fiber birefringence have a detrimental effect on the fidelity of
polarization-entangled photon states [69]. One way to understand this is that any birefringence drift
can be considered as a rotation of the measurement bases. If such a rotation happens, Alice’s and
Bob’s bases do not match any more, and the strong quantum correlations of their measurements get
lost. For time scales in the order of a few hours, this effect can be mitigated manually, e.g. by fiber
polarization control paddles [56]. However, if stable and human-intervention-free operation of the
link is required, one needs to deploy automatized polarization-control adjusting for polarization drift.
There have been several efforts in this direction. One approach is to multiplex the quantum signal
with a classical laser. This laser is then used to read out the change of the polarization state along
the fiber and compensate for drifts accordingly [70, [7T1]. Another approach uses the QBER, i.e. the
decrease in fidelity of the polarization state transmission, directly and corrects from there |72, [73];
note that in this case, the bits used for this QBER analysis cannot be used for key creation any more,
since both bit and basis values have to be communicated via a classical channel. In publication|3.4
we show how such a QBER-based compensation scheme achieved an unprecedented stable operation
time of more than 100 hours over a high-loss link.

Additionally, besides fiber drifts, any real-world source of entangled photon pairs exhibits intrinsic
error, i.e. it produces a mixed rather than a pure entangled state. Since the QBER limit for key
creation is 11%, it is of utmost importance that the pair creation device is not only a high-brightness,
but also a high-fidelity source of entangled photons, which is presented in publication[3.2]

As a side remark, polarization-mode dispersion (PMD) did not pose a limiting factor in our
experimental implementation. PMD is an effect in randomly birefringent media such as fibers,
which causes polarization modes to travel with different speeds [74]. This can potentially harm the
entangled state’s polarization fidelity [75] [76]. However, in our experiment (publication7 PMD
along the fibers is substantially smaller than the coherence time of our entangled photon pairs, and
thus has no observable effect on their fidelity.

2.2.4 Optimal operation parameters

As already mentioned, the production rate of the source of entangled photon pairs has to be adjusted
to the timing resolution of the single-photon detectors. This is because on one hand, the emission of
two or more photon pairs within the timing resolution can lead to errors, since Alice and Bob might
measure different pairs but have to assume that they are correlated, which they are not. Therefore,
pair creation rates must be kept low to keep the temporal measurement fidelity high. On the other
hand, it is obvious that pair creation rates that are too low will lead to less throughput and therefore
less secure key. In order to obtain the optimal operation parameters for our experiment, we developed
a mathematical model which includes link loss, detection efficiency, detector noise, timing jitter,
CD and entangled-state fidelity to calculate the photon pair creation rate (or “brightness”) and the
time-bin size (or “coincidence window”) yielding the maximum secure key rate. In publication
we present this model and data confirming the high accuracy of its predictions. We also show that
Ref. [77], which was the only work modeling BBM92-based QKD up until then, is not applicable to
photon sources with continuous-wave pump lasers such as the ones we used. Our model therefore
was essential to design the final experiment presented in publication[3.4] Note that we had not yet
developed the model when writing publication[3.3] where we use much more simple calculations to
fit our data.






3 Publications

In the following, I present four of my publications contributing to the overarching research question
of establishing a long-distance fiber-based quantum key distribution link with polarization-entangled
photon pairs.

The order in which the publications are presented is not chronological with respect to their public-
ation respectively submission. Instead, I start with “Model for optimizing quantum key distribution
with continuous-wave pumped entangled-photon sources” (Section, since this paper explains the
basic idea of entanglement-based quantum key distribution and develops a mathematical model to
describe all necessary design and operation parameters for such an experiment. It is followed by a
paper describing the sending apparatus of the BBM92 protocol, the source of polarization-entangled
photon pairs, in detail and evaluating its performance (“Experimental entanglement generation
for quantum key distribution beyond 1 Gbit/s”, Section. In the next paper, “Experimentally
optimizing QKD rates via nonlocal dispersion compensation” (Section, one of the main problems
in fiber-based quantum key distribution is assessed: chromatic dispersion. The publication shows the
impact of chromatic dispersion on quantum secure key rates and offers nonlocal dispersion compens-
ation as a solution, which is also quantified in terms of effectiveness. Finally, the main publication
concludes this thesis: the paper “Continuous entanglement distribution over a transnational 248 km
fibre link” (Section[3.4) reports on the establishment of a real-world BBM92 implementation running
for 110 hours and crossing the border between Austria and Slovakia.
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3 Publications

3.1 Model for optimizing quantum key distribution with
continuous-wave pumped entangled-photon sources

This publication explains how to operate and design a BBM92-implementation over long distances
and produces the necessary mathematical tools for doing so. It was also used in publications|3.2
and[3.4] to assess the possible secure key rates for both link configurations. In publication[3.3] which
was written earlier, we still use another, simplified model.

I contributed to the publication by developing the mathematical model with Thomas Scheidl
and Bo Liu, by coding and plotting all simulations, by designing and constructing the source that
was used to test the model experimentally, and by writing the publication with the help of Matej
Pivoluska and Martin Bohmann.
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Quantum key distribution (QKD) allows unconditionally secure communication based on the laws of quantum
mechanics rather than assumptions about computational hardness. Optimizing the operation parameters of a
given QKD implementation is indispensable in order to achieve high secure key rates. So far, there exists no
model that accurately describes entanglement-based QKD with continuous-wave pump lasers. We analyze the
underlying mechanisms for QKD with temporally uniform pair-creation probabilities and develop a simple but
accurate model to calculate optimal tradeoffs for maximal secure key rates. In particular, we find an optimization
strategy of the source brightness for given losses and detection-time resolution. All experimental parameters
utilized by the model can be inferred directly in standard QKD implementations, and no additional assessment of
device performance is required. Comparison with experimental data shows the validity of our model. Our results
yield a tool to determine optimal operation parameters for already existing QKD systems, to plan a full QKD
implementation from scratch, and to determine fundamental key rate and distance limits of given connections.

DOI: 10.1103/PhysRevA.104.022406

I. INTRODUCTION

Quantum key distribution (QKD) is a method of creating
a secret and random one-time pad for two remote users us-
able for unconditionally secure encryption of messages [1,2].
Since its first proposal in 1984 [3], intense research has pushed
QKD ever closer to real-life realizations. It has been shown
via free-space links on ground [4-6] and from space [7]
as well as for long-distance fiber links [8] and in network
configurations [9,10]. Many different schemes have been
proposed in recent decades, such as entanglement-based pro-
tocols (E91 [11] and BBM92 [12]), and twin-field [13] and
decoy-state prepare-and-send implementations [14]. Unlike
prepare-and-measure protocols, entanglement-based applica-
tions have the advantage of being able to create their quantum
states in a single coherent process based, for example,
on spontaneous parametric down-conversion. Therefore, no
quantum random number generators or other electronic inputs
are required. Thus, provably no information about the indi-
vidual photon state exists before the actual measurement. In
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this sense, entanglement-based protocols exploit the quantum
nature of the correlations necessary for QKD on the most
fundamental level and can be extended to device-independent
QKD [15]. QKD with entangled photons also allows quantum
network configurations with many users using one and the
same sending apparatus, an entangled-photon source (hence-
forth simply referred to as “source”) [10]. There are two
fundamentally different ways to operate such a source: by
creating the photon pairs with a continuous-wave (CW) or
a pulsed pump laser. Up to now, no in-depth model ex-
ists for the prediction of key rates and the calculation of
optimal source brightness for CW sources. A model describ-
ing sources pumped with a pulsed laser was published in
2007 [16] and has been the state of the art ever since. In such
pulsed schemes, all photon pairs are found in discrete and
evenly spaced time modes depending on the laser’s repetition
rate. This rate can be tuned independently of the pulse inten-
sity, allowing one to individually address photon creation rate
and multipair emission. Due to the broad frequency spectra in
a pulsed-pump scheme, dispersion effects in the optics have
to be accounted for, especially in the nonlinear crystals where
the entangled photons are created.

This model of pulsed operation can be applied to CW
pumped sources with limited accuracy only, as will be shown
below. CW pumping has several advantages compared to
pulsed-pump schemes, especially in the context of fiber-based
QKD: first, the spectrum of the down-converted photons is
narrower, thus reducing dispersion effects in both source and
transmission channels [17]. Second, additional high-precision
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time synchronization is not needed as the temporal correlation
peak can be precisely determined using a delay histogram.
And third, damage to the source optics due to high-intensity
pulses can be avoided.

In this paper, we present a model that accurately describes
CW-pumped entanglement-based QKD systems. Importantly,
all necessary inputs to the model can be read directly from
experimentally available data, without the need of any ad-
ditional assumptions. Our approach allows one to calculate
optimal brightness values and coincidence window lengths as
well as the resulting final key rate. Hence, the present results
are of particular importance for state-of-the-art entanglement-
based QKD applications. Comparison with experimental data
demonstrates the validity of our model. Although we are
focusing here on polarization-encoded BBM92 implemen-
tations, our approach can be extended to other degrees of
freedom, which is, however, outside of the scope of this paper.

The paper is structured as follows: in Sec. II, we explain the
basic working principle of polarization-encoded BBM92. We
then develop our model in Sec. III by first introducing param-
eters for an idealized model (Sec. III A), modifying them to
account for experimental imperfections (Sec. III B) and then
combining them into the final model to calculate the expected
secure key rates (Sec. III C). We optimize the key rate with
regard to pair creation rate and temporal detection tolerance
and compare our model with experimental data (Sec. IV).
Concluding, in Sec. V we discuss our findings and present
optimal parameters to maximize key rates.

II. WORKING PRINCIPLE OF ENTANGLEMENT-BASED
QKD

Entanglement-based QKD protocols such as BBM92 [12]
rely on entanglement between distant physical systems, in
our case specifically in the polarization degree of freedom
of a photon pair. In an idealized scenario, one can create
maximally entangled photon pairs which form a so-called Bell
state, e.g.,

L
V2

where H (V) denotes horizontal (vertical) polarization and
the subscripts signify the recipient of the single photon tra-
ditionally called Alice (A) and Bob (B). We choose this
state because of the fact that it is correlated in the mutu-
ally unbiased linear polarization bases HV and DA (diagonal

and antidiagonal), where |D) = %(|H) +|V)) and |A) =

%(|H ) — |V)). The following model can however be used for
any Bell state, if the correlations are adapted accordingly.
Alice and Bob measure their photons randomly and in-
dependently from each other either in the HV or the DA
basis. The basis choice can in practice be realized actively
or passively. Actively means that Alice and Bob switch their
measurement bases depending on the outputs of a quantum
random number generator. A QKD implementation with pas-
sive basis choice uses probabilistic beamsplitters to direct the
photons to either a HV or a DA measurement, both of which
are realized simultaneously. In the course of the paper, we
will assume active basis choice unless noted otherwise. In

97) = —=(H)A ® |H)B + |V)a ® |V)B), ey

any case, Alice and Bob record outcome (H, D = 0 and V,
A = 1) and measurement basis for each event. By commu-
nicating about their measurement bases only, Alice and Bob
can discard those recorded events where they measured in
different bases and therefore see no correlation between their
bit outcome (“sifting”’). For the other events, they can expect
perfect correlation, and thus use their sifted bit strings for key
creation. By checking a randomly chosen subset of their sifted
measurement outcomes to make sure that correlations have
not degraded, Alice and Bob can rule out the existence of an
eavesdropper.

In a real experiment, however, perfect Bell states such as in
Eq. (1) do not exist. The polarization correlations are degraded
through optical imperfections of the source and the detectors,
which result in bit and/or phase flips. Also, in practice it
is not possible to distinguish each and every consecutively
emitted entangled pair from one another due to imperfec-
tions in temporal detection, as discussed below. We call such
temporally irresolvable emissions “multipairs.”! Multipairs
degrade the quantum correlations necessary to create a secure
key, since detection of a multipair photon at Alice does not
unambiguously herald the detection of its entangled—and
therefore perfectly correlated—partner photon at Bob (and
vice versa). Instead, with a certain probability, the photon is
wrongly identified as being correlated with a photon from
another pair, which leads to errors. Based on these considera-
tions, in what follows, we will define the parameters necessary
to calculate the performance of a CW-QKD system. All of
these parameters can easily be obtained from experimental
detection results, thus making our model ideally suited for
direct implementation in real-world applications.

III. MODELING QKD WITH CW-PUMPED SOURCES

For developing the model, we will start out with an ideal-
ized polarization-encoded CW-QKD protocol introducing the
basic parameters (Sec. III A). In Sec. IIIB, we will extend
this consideration by taking into account noise counts and
multipair effects. We then use the experimental quantities
defined in this way to calculate error rate and secure key rate
(Sec. III C).

A. Idealized CW-QKD system

The most general CW-pumped source setup uses a photon
source creating an average number of entangled photon pairs
per time unit. This quantity is called brightness B, for which
we use the unit counts per second (cps) instead of hertz to
emphasize the random nature of the emission process. We
assume the probability of photon-pair creation to be uniformly
distributed in time, as is justified in the case of CW pump-
ing [18,19].

The entangled photons are spatially separated and sent
to communication partners Alice and Bob, where they are
detected with overall channel probabilities na and ng, re-
spectively. Although these probabilities are composed of the

'Unlike in pulsed-source BBM92 [16], coherent emission of n-pair
states is negligible in the case of sources using CW pump lasers due
to the photons’ temporal multimode character [18].
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source’s intrinsic heralding efficiency [20], the channel and
coupling losses, the detection optics’ transmission, and the
detectors’ dead times and efficiencies, we will consider each
n; as one single entity in the following calculations, sometimes
referred to as system efficiency. This is because isolating
individual loss effects is difficult in a real experiment and not
required for our model.

As a result of these definitions, the average local photon
detection rate of Alice and Bob, the so-called single counts,
can be written, respectively, as

SlA =BT)A and SE ZBT]B, (2)

where we ignore noise counts for now. Note also that dead-
time-induced losses, unlike other effects contributing to the 7;,
are a function of detector count rates S} and therefore of the
brightness B, which has to be taken into account for low-loss
scenarios (see Appendix B 1).

Naturally, two photons of a pair must be detected in order
to observe their polarization correlation, i.e., use them for
generating a cryptographic key. The rate of such two-photon
events, which we call “true coincident counts” or “true coin-
2 is given as

cidences,
CC' = Bnans, (3

where we again preliminarily ignore noise counts. Using
Egs. (2) and (3), the n; can be calculated as [20]
cc cct

=—andng = —. 4
naA sy B St “)
The n; are sometimes also called “heralding efficiency,” since
they give the probability that the detection of one photon in
one arm announces, or “heralds,” the detection of a photon in
the other arm. One can also define a total heralding efficiency
0= /AT

Imperfections of source, polarization compensation, and
optical detection system lead to erroneous polarization mea-
surement outcomes, i.e., two-photon events which do not
comply with the expected Bell state. We call the probability
of such an erroneous measurement ¢, It consists of contri-
butions of the individual polarization error probabilities eiol

and €% of Alice and Bob, respectively:
—eR) + e (1= Y. (5)

It should be noted that measuring the wrong bit value at
Alice and Bob still counts as a valid measurement, since it
is impossible in principle for the experimenter to distinguish
such an event from a correctly measured true coincidence. In
most practical implementations, it is more convenient to read

pol_ pOl
e’ =e, (1

ZPlease note that true coincidences are not a measurable quantity,
since the experimenter cannot distinguish between a true or an ac-
cidental coincidence in principle. Even if an accidental coincidence
does not conform to the expected correlations, it cannot be unam-
biguously identified as “accidental,” since “true” coincidences can
also be measured erroneously [see Eq. (5)]. Therefore, the notion of
true pairs is solely a useful concept for our model, describing the
photons that actually provide the nonclassical correlations necessary
for QKD.

P! directly from the experimental data instead of quantifying
the e; individually (see Appendix A).

B. Noise-afflicted CW-QKD system

In a real-world entanglement-based QKD implementation,
the crucial source of error is not ¢!, which can be kept below
1% in modern applications [21], but the unavoidable registra-
tion of uncorrelated multipair photons which have lost their
partner, and/or noise counts as coincidences. Such erroneous
coincidences are called “accidental coincidence counts.” To
calculate the accidental coincidence rate for BBM92 with a
CW pump, first one needs to modify Eq. (2) to account for
dark counts DC; in the detectors:

ST =S\ +DCy and ST = S% 4+ DCg (6)

where S are the actually measured count rates. Note that
stray light, residual pump laser light, intrinsic detector dark
counts, or any other clicks which do not originate from source
photons all have the same effect for our purposes. Therefore,
we include all such clicks in the DC;. In a real experiment,
Alice and Bob require at least two detectors each to be capable
of distinguishing orthogonal quantum states. In Eq. (6), we
assume that Alice and Bob each own identical detectors the
photon and dark count rates of which can simply be added; for
the case of nonidentical detectors and polarization dependent
detection efficiency, see Appendix B 3.

Alice and Bob identify coincidences by looking for si-
multaneous detection times (accounting for a certain constant
delay #p caused by different photon travel times and elec-
tronic delays). There are three main effects that can degrade
the fidelity of this identification: the detection system’s finite
timing precision, the coherence length of the photons, and
chromatic dispersion effects in fiber, which delay photons of
different wavelengths with respect to each other [17]. These
effects cause a spread of the photons’ temporal correlation
function, the full width at half maximum (FWHM) of which
we call 75. Because in any real experiment 14 > 0, Alice and
Bob need to define a so-called coincidence window fcc. It
can be understood as the temporal tolerance allowed for the
difference in detection time of two correlated photons.

It follows that there is a possibility of confusing uncorre-
lated detector clicks with true coincidences. This possibility
can be calculated, since it depends on fcc and the S;*. Assum-
ing independent Poissonian photon statistics at Alice and Bob,
one can define the mean number of clicks at Alice and Bob,
respectively, per coincidence window as

ja = Siitcc and i, = Spice. )

Most single-photon detectors used today are not photon-
number resolving. Therefore, the chance of an accidental
coincidence being registered can be approximated by the
probability of at least one detection event taking place at each
of them:

P = (1 — e ) (1 — e '), ®)

where we use the fact that the click probability is given
by (1 — e“‘f); see Refs. [22,23]. This expression for P*°
provides a good estimate for the accidental coincident-count
probabilities in high-loss regimes. For low-loss scenarios it
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FIG. 1. Number of coincidences per time unit for different rel-
ative measurement times. fp is the delay between Alice and Bob
and 7, is the FWHM of the temporal distribution, both of which are
constant. The magnitude of the freely selectable coincidence window
tcc not only determines the number of total coincidences CC™, but
also the QBER E, i.e., the ratio of erroneous (n’ccCC'eP®) plus half
of all accidental (%CC"“) coincidence counts to CC™.

needs to be adapted as it overestimates the probability of acci-
dental coincidence counts by also counting true coincidences
as accidental (see Appendix B 2). For uls « 1, Eq. (8) can be
simplified to

P A . 9)

The rate of accidental coincidences per second is therefore

S8
PaCC ~ MAI’LB
fcc Icc

CC** = = SASptcc. (10)
Note that, since we assume at least one detector click per
receiver for an accidental count to happen, we take into ac-
count the fact that in a real experiment with several detectors
there can be more than one click per coincidence window
(see Appendix B 2). In that case, a random bit value has to
be assigned [24,25], which has the same error probability as
an accidental count and can therefore be seen as a part of
Eq. (10). Also note that CC**° depends quadratically on B, but
CC" linearly. Thus, noise increases faster than the desired sig-
nal when increasing B, which gives an intuitive understanding
why simply pumping the source with higher power can only
enhance the key rate up to a certain degree (see Sec. IV).

It is not only accidental coincidences which depend on
the choice of #cc. If it is chosen in the order of the timing
imprecision 74, true coincidences will be cut off and lost due
to the Gaussian shape of the g® intensity correlation with
FWHM 1, between Alice’s and Bob’s detectors (see Fig. 1).

This g function can be modeled as a normal distribution

2 ln(2)exp|:_4ln(2)
2

J(t ta ) = = (t —m)z] (11)
LN

T A

with delay #p. 75 is the resulting timing imprecision between
Alice’s and Bob’s measurements, i.e., it is the convolution of

detector jitter, chromatic dispersion, and coherence time of the
photons at both Alice and Bob. To arrive at the loss which true
coincidences suffer due to the coincidence window, one can
carry out the integration

tec/2
nfec / jt, ta, tp = 0)dt (12)
—tcc/2

erf[w/ln(Z)ttC—C]. (13)
A

Here, n'cc is the proportion of true coincidences which fall into
the chosen coincidence window fcc and are thus identified as
coincidences in the experiment. In this sense, ’C can be inter-
preted as coincidence-window dependent detection efficiency.
Now we can define the actually measured coincidences as

CC™ = p'ccCC" 4 CC**, (14)

This is the total number of detector events per second that
Alice and Bob use to create their key. But obviously, a subset
of these events occurring with rate CC®" actually does not
show correlations in accordance with Eq. (1)—first, all those
correlated photons which are measured erroneously; and sec-
ond, on average half of all accidental coincidence counts:

CC™ = pecCC'eP! + JCC*, (15)

C. Error rate and secure key rate

From the quantities defined above, one can now calculate
the quantum bit error rate (QBER E), i.e., the ratio of erro-
neous coincidences to total coincidences:

err fce t ,pol 1 acc
:CC _n CCe + 5CC . (16)
ccm nlccCC' + CC®

As a side remark, the commonly used parameter “visi-
bility” V relates to E as V =1 — 2E [1]. Figure 1 shows a
geometrical interpretation of Eq. (16). Coincidences corre-
spond to different areas under the graphs, which are restricted
by the chosen coincidence window. On one hand, it is desir-
able to increase the ratio of the light blue area to the combined
dark blue and orange ones, which is equivalent to decreasing
E. This can be done by decreasing tcc, since the Gaussian-
shaped CC™ (dark blue curve) scales more favorable in this
case than the uniformly distributed accidental coincidence
counts CC**. On the other hand, reducing zcc means that 5’
reduces the total number of coincidences which can be used
for key creation.

In order to evaluate the tradeoff between these two effects,
we will analyze the secret key rate in the limit of infinitely
many rounds—the so-called asymptotic key rate.® Alice and
Bob choose randomly between measurement settings in the
HV and DA bases. Let us denote the probability that Alice
and Bob measure in the same basis as ¢g. Only in this case,
the polarization measurement outcomes at Alice and Bob are

E

3Where finite-key effects are of interest, one will have to take into
account the total number of coincidences per block size and modify
Eq. (17) accordingly. This might lead to different optimal experimen-
tal parameters satisfying Eq. (20). Nevertheless, the experimental
parameter definitions of Sec. III B will be applicable also in this case.
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FIG. 2. (a) Setup used to create and detect polarization-entangled photon pairs for quantum key distribution. Top: A periodically poled
lithium niobate nonlinear crystal is placed inside a Sagnac-type interferometer loop and pumped bidirectionally with a 775-nm continuous-
wave laser (CWL). Via spontaneous parametric down-conversion (SPDC), it produces H-polarized photon pairs. The polarization of the
counterclockwise pair is rotated to V via a half-wave plate (HWP) set to 45°. It interferes with the clockwise pair at the beamsplitter and is
directed to a single-mode-fiber (SMF) coupler by use of a dichroic mirror (DM). An off-the-shelf wavelength division demultiplexer (WDM)
separates the two photons and directs them to two polarization analyzing modules (bottom left). The manual polarization controller (MPC)
in the pump fiber is used to set the photon pairs’ Bell state of Eq. (1). The MPC in Alice’s arm compensates for the random polarization
rotation in Bob’s arm in order to arrive at the desired correlations. Alice and Bob perform an orthogonal polarization state measurement on
their photon using polarizing beamsplitters (PBS) the output modes of which are coupled into SMF and directed to superconducting nanowire
single-photon detectors (SNSPD). Different loss scenarios are set by purposeful misalignment of the fiber couplers. Detection events of the
SNSPD channels are recorded using a time-tagging module (TTM). From these tags, the g correlation function can be determined from
delay histograms between the channels, and secure key rates can be calculated. (b) Comparison of our model (solid lines) and experimentally
obtained data points (dots) for different loss settings and polarization measurement errors ¢”®'. SNSPD jitter values vary with count rate, which
we account for in the model calculations by making 7, a linear function of B. The data show that our model correctly predicts secure key rates
over a wide range of losses, polarization errors, and brightness values.

formula becomes

R = 1CC™[1 — 2.1Hy(E)].

correlated. All other coincidences have to be discarded. There-
fore, the rate of coincidence rounds left for postprocessing is
equal to gCC™. Subsequently, Alice and Bob reveal a small
fraction of measurement outcomes in both bases to estimate
the error. Now we can finally evaluate the amount of achiev-
able key per second as [16]

(19)

From Eq. (19) follows immediately that there is a fundamental
limit Ey,,x &~ 0.102, above which no key creation is possible.
In the following section we maximize R* depending on the
parameters discussed up to now. Importantly, all parameters

R = qCC"[1 — f(Evi)H2(Evi) — Ho(Epn)l,  (17)  used in this optimization can be directly determined in real-
life experiments, which is explained in detail in Appendix A.
where H; is the binary entropy function defined as Finally, note that the key rate formula can be adjusted using
Eq. (17) to take into account measurement setting dependent
Hy(x) = —xlog, (x) — (1 — x)log, (1 — x). (18)  Josses as well; see Appendix B 4 for details.

Ey and Ep, are the bit and phase error rates, which

. IV. COMPARISON TO EXPERIMENTAL DATA
are measurement-basis-dependent rates of measurement out-

comes incompatible with the maximally entangled state
described in Eq. (1). f(Ewy) is the bidirectional error cor-
rection efficiency which takes into account how much of the
key has to be sacrificed due to the fact that postprocessing
is performed in finite blocks. In order to asses the validity
of our model against an actual experiment, both the sifting
rate g and efficiency f(Ey;) need to be defined. We assume
that the measurement settings of Alice and Bob are chosen
uniformly, and thus ¢ = 1/2. Further, we choose a realistic
value of f(Eyy) = 1.1 [26]. Finally, since in our model the
noise parameters are independent of measurement settings,
we can set Ey; = Ep, = E. With these choices, the key rate

For realistic applications, the 7;, the optical error P! the
dark counts DC;, and the temporal imprecision #5 cannot be
modified freely. Two important parameters however can be
chosen by the experimenter: brightness B and coincidence
window fcc. The experimenter can vary B up to a certain level
by changing the laser pump power in the source. With laser
powers of many hundreds of milliwatts, brightness values
of up to 10'° cps are feasible with current state-of-the-art
sources [21]. The coincidence window fcc can in principle be
chosen at will. It follows that for each QKD scenario there
is an optimal choice of B and fcc which maximizes R® of
Eq. (19). Figure 2 shows a comparison of our model and
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experimental values, where fcc has been numerically opti-
mized for each curve with regard to the highest obtainable key
rate and is then kept constant for every curve.

The data were collected using a Sagnac-type source of
polarization-entangled photons in the telecom C band. For a
detailed description of such a source’s working principle, we
refer the reader to Ref. [21]. After passing wavelength divi-
sion multiplexing (WDM) filters of 18.4-nm FWHM centered
about 1531 and 1571 nm, the photons impinge on single-
photon superconducting nanowire detectors (SNSPDs) of the
Single Quantum Eos series with detection efficiencies of 80%
and dead times as low as 40 ns according to the manufacturer.
The detectors were connected to the time tagging module
(TTM) Ultra 8 by Swabian Instruments. To keep the analysis
of the model simple, we measured only in one superposition
basis. Losses were introduced by controlled misalignment of
the single-mode-fiber (SMF) couplers. All experimental pa-
rameters were determined by using count rates, coincidence
rates, and temporal histograms of the single-photon detections
only, with no need of additional “external” characterization
(see Appendix A). Since the timing jitter of nanowire detec-
tors strongly depends on the count rates they measure, linear
fits of the jitter change depending on brightness have been
included in the model.

The data show excellent agreement with our model’s pre-
dictions. The losses introduced in the measurements range
from 40 to 80 dB in total, with different distributions along the
channels. Note that the two loss scenarios with equal total loss
of 60 dB (orange and turquoise curve) perform very differ-
ently. Assuming DC4 = DCjp,* symmetric loss is preferable
to asymmetric loss because the probability of a partnerless
photon matching with a dark count is reduced in this case.
In Fig. 2, this effect on the two 60-dB curves is, however,
exaggerated due to different polarization errors ¢!, which
we set via a manual polarization controller (MPC) to show
the model’s validity for different parameter regions. The total
losses are equivalent to in-fiber distances between 200 and
400 km. Nevertheless, our model can be applied to all kinds
of quantum channels, including, e.g., free-space satellite con-
nections, where variation of the channel attenuation [27,28]
can be integrated in our model in a straightforward manner.

We want to emphasize that in any case our optimization
strategy works exclusively with experimentally measurable
quantities that can be inferred directly from the actual QKD
implementation (see Appendix A). Furthermore, the presented
model can be used during the planning phase of an experiment
to devise optimal working parameters based on specification
sheets. While several calculations are approximated in our
model, it shows excellent agreement with the experimental
data. This is proof of its usefulness in a wide range of ex-
perimental parameters. For a more extensive treatment of
phenomena that might become necessary in certain parameter

4If DC4 and DCp differ strongly, loss asymmetry can actually be
beneficial. In a simplified view, this is because higher dark count
rates matter less when occurring at detectors with higher single count
rates. However, since in most scenarios neither loss nor dark counts
can be chosen freely, we omit an in-depth discussion of this effect.

RS for different timing imprecisions
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FIG. 3. Key rate R® vs total symmetric link loss nang for dif-
ferent timing imprecision values #,. Brightness B and coincidence
window fcc have been optimized for every point of every curve.
Dark counts DC, = DCg = 250 cps are kept constant for each of
the four detectors per communication partner. Also polarization error
e”! = 1% is constant for all curves. Lower #, allows both for higher
key rates and longer maximum distance, since CC*, the main source
of errors, is directly proportional to 5. Note that the dotted green
curve (t, = 107'° ps) is the same curve as the equally colored one in
Fig. 4.

regimes, such as dead-time effects, low-loss channels, and
nonidentical detectors, we refer the reader to Appendix B.

V. OPTIMIZATION OF QKD WITH A CW-PUMPED
SOURCE

Now that we have shown the validity of our model in
different parameter scenarios, we want to use it to illustrate the
limits and potential of CW-QKD. Therefore, we numerically
maximize both B and tcc for every point on the curves in
Figs. 3 and 4, i.e.,
iiRS(B tocs 0, €, DCy, 14) = 0 (20)
aBatCC ,Ices i, e, ir» 'A) —
is fulfilled continuously. Figure 3 shows the maximum ob-
tainable key rate assuming symmetric loss for different jitter
values. Lower jitter allows for a smaller coincidence window,
which in turn allows for higher brightness values and thus key
rates. Note that no matter the jitter value there is an abrupt
drop to zero key after a certain amount of loss. This is because
dark counts will inevitably induce a minimum accidental co-
incidence count value CC:y = DCoDCpfcc. In a regime of
high loss, this constant value can mask true coincidences if
nccCC' < 10CCXS. In this case, key creation is frustrated.
Figure 4 now shows how CC: is reduced with lower dark
count values. For the hypothetical case of DC; = 0, the
accidental coincidences CC* can be decreased to arbitrarily
low values by reducing the brightness B. Although this also
decreases maximum key rates beyond the point of usefulness,
they never drop to zero, as indicated by the dark blue curve.
When comparing Figs. 3 and 4, it becomes apparent that in
a real-world scenario reducing the timing imprecision #, is
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FIG. 4. Key rate R® vs total symmetric link loss nang for dif-
ferent dark count rates DC per detector and four detectors per
communication partner. The timing imprecision #, is kept constant
at 100 ps and the polarization error at e = 1%. As can clearly be
seen, reducing detector noise counts effectively only increases the
maximum achievable distance. In the case of no dark counts (dark
blue curve), there exists no distance limit, since fcc can in principle
be set arbitrarily small, thus keeping the error rate below E,,, for any
loss. Note that the dotted green curve (DC = 250) is the same curve
as the equally colored one in Fig. 3.

more important than reducing the dark counts. This is because
lower DC; can only increase the maximum distance in high-
loss regimes, where key rates are extremely low already. To
increase the key rate for a given loss, it is more favorable to
lower 75 in most cases.

We would also like to emphasize that when wrongly using
the model for pulsed-source BBM92 by Ma et al. [16] to esti-
mate key rates for a CW-pumped implementation one arrives
at erroneous results, even when trying to adapt it. One could
try to do so by replacing the mean photon number per pulse
2) with the average photon number per coincidence window

200 - 1

CW model

Secure Key Rate (cps)
g

10

1.0x10° 1.5x10° 2.0x10?
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0 0.5x10?

FIG. 5. Comparison of 40- and 20-dB experimental data with the
secure key predicted by our model (blue line) vs an adapted version
of the pulsed-source model from Ref. [16] (orange line). Since tem-
poral detection imprecision does not enter the pulsed-source model,
it overestimates both the maximum key rate and the optimal bright-
ness value.

1 = Btce and changing the multipair probability of Eq. (5) in
Ref. [16] to a Poissonian distribution. Since doing so ignores
any effects of temporal uncertainty, the results differ strongly,
as can be seen in Fig. 5.

VI. CONCLUSION

In this paper, we have presented a comprehensive and accu-
rate model of continuous-wave entanglement-based quantum
key distribution. Our model allows one to estimate and op-
timize the performance of any given CW-QKD system by
extracting experimental parameters from the recorded de-
tections only, without the need to perform any additional
characterization of the experiment. It also allows one to com-
pare different devices and find the optimal solution for a
given quantum link. For a given QKD setup, the model can
accurately estimate the optimal settings of brightness and
coincidence window to extract the maximal possible key and
thus enhance the performance of the implementation. Further-
more, the presented approach is readily extendable to BBM92
based on entanglement in other degrees of freedom. We are
confident that our easy-to-implement model will be used as an
important design and optimization tool for CW-QKD links.
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APPENDIX A: PARAMETER ESTIMATION

There are numerous ways to estimate the parameters dis-
cussed in this paper. When planning a QKD link from scratch,
one has to rely on data sheets and fiber loss measurements.
However, one can also estimate all parameters with the same
QKD equipment used for the experiment, if already available.

Directly accessible parameters for the experimenter are fcc
(since it is a free variable to be chosen by the experimenter),
ST, and CC™. The delay p between Alice’s and Bob’s detec-
tion times can be found out by calculating a delay histogram
of single counts at Alice and Bob and determining the location
of the histogram peak (see Fig. 6). From the same histogram,
the (total) timing imprecision 5 can be read from the peak’s
FWHM (less CC*°). It should be mentioned that SNSPD jitter
depends on both the detector’s bias current and its count rate,
and exhibits the lowest specified values for high current and
low count rates only. This dependency has been included in
the model of Fig. 2 by using a linear fit of 7o vs B rather than
a constant jitter value.

The dark counts DC; can be determined by blocking the
source of photons and observing the S[", which are equal
to the DC; for B = 0 [see Egs. (2) and (6)]. Note however
that stray light from the pump beam cannot be observed with
this method. To do so, one either needs filters that block just
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FIG. 6. Measured g correlation histogram for the 40- and 40-
dB loss setting. CC™ contains all measured counts for all possible
channel combinations, where all histograms have been shifted by
their respective delays tp. CC*" only shows undesired correlations,
i.e., between polarization measurements not in accordance with
Eq. (1). The orange curve’s small peak around zero corresponds
to erroneous polarization measurements, while the noise floor is
equivalent to accidental coincidence counts CC** (see Fig. 1).

the SPDC wavelength, or the possibility to frustrate SPDC
without blocking or misdirecting the laser, e.g., by changing
the crystal temperature. Especially for long-distance single-
mode-fiber links designed for the SPDC wavelength, it is safe
to assume that pump light is sufficiently suppressed at the
detectors.

For the following calculations, it is necessary to determine
CC' (for a certain brightness). Especially in the case of low
loss and low jitter, this can be done experimentally by lower-
ing the brightness to a value where CC**® — 0 and therefore
CC™ — CC'. Alternatively, CC** can be subtracted from
CC™: either by calculation using Eq. (10) or experimentally
by changing tp, to a value far from the actual coincidence peak,
while keeping fcc constant. In absence of CC', the measured
CC™ become equal to CC**. For all these approaches, it is
important to choose fcc large enough such that nc — 1; as a
rule of thumb, tcc = 3¢, is sufficient.

Now to determine the optical error ¢! one can use the
methods just described to eliminate CC* in Eq. (16) such
that E ~ ¢!,

The heralding efficiencies or transmission factors 7; can be
calculated using Eq. (4), where again CC' and S! have to be
determined in advance by subtracting CC** and DC;.

Finally, also the brightness B can be calculated using CC'
and S} via

SaSs
B = oot (AD)
Note that for this calculation of the n; and B, dead-time effects
have not been taken into account. Thus, even if the CC*¢
are simply measured and subtracted, one should take care
to operate the source at sufficiently low pump power (see
Appendix B 1).

If it should be necessary to incorporate dead-time effects,
the most efficient way to determine #; is to calculate an auto-
correlation histogram in time of each detector channel while

subjecting it to photons with Poissonian emission statistics.
The temporal stretch for which no correlations are found is
the detector channel’s dead time.

APPENDIX B: ADDITIONAL CORRECTIONS
1. Dead-time loss

In scenarios with high detector count rates, an additional
loss factor might be considered to account for the detectors’
dead time #; [29]:

14 l

L BI
T Byt )d (B1)

Here d is the number of (identical, see Appendix B 3) detec-
tors deployed per communication partner. This effective loss
cannot simply be considered as a constant contribution to 7;,
since it is a function of S/ and therefore B. For By;t;/d <
0.02, n/ ~ 1 holds. Note that the estimation of B can be
compromised if this assumption is not justified due to low
loss, high brightness, and/or long detector dead time.

Another result of dead-time loss is that the definition of the
w? in Eq. (7) needs to be modified, since photons arriving at
the detectors during the dead time do not contribute to S}
One therefore needs to modify the CC** in Eq. (10) to

SQSE‘tCC
1yt
A'IB

CC* ~ (B2)

where we assume DC; < Sin;, which is reasonable in the
high single-count regimes where dead-time effects become
important.

2. Accidental coincidence probability

Equation (8) slightly overestimates the probability of ac-
cidental coincidence counts. Since it assumes completely
independent photon statistics at Alice and Bob, any photon
contributes to CC*‘, regardless of whether it has lost its
partner or not. Thus, here we want to give a more extensive
description P5{, which is well approximated by P in Eq. (9)

for n; < 1. We start by defining the probability of a coinci-
dence happening per coincidence window, P°C :

n

P =Y ey [[(1 —na) "' (1 = 118)" ang]
n=1

Ti=1

(-5)0-5)
T -

where i = Btcc is the average number of photon pairs created
per coincidence window before any loss, and PP¢ = DCjtcc
are the probabilities of a noise count happening at Alice
and Bob, respectively, per coincidence window. This formula
takes into account the Poissonian emission and dark count
statistics. Multipair emissions can still yield a valid measure-
ment if photons get lost in a way that two correlated photons
end up at the detectors before all others (first factor inside
the square brackets). However, if photons emitted after the
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true pair, but inside the coincidence window, are detected as
well, they can in some cases eliminate a true coincidence
(second line). The divisions by 2 come from the fact that if
the later photon detection occurs in the same detector as the
true photon detections this case cannot be distinguished from a
true coincidence. If it clicks in the other detector, a random bit
value has to be assigned, i.e., only this case has to be counted
as an accidental. Dark counts can also occur in the presence

|

oo

of a true pair, eliminating a valid coincidence in the same way
as photons arriving later, which gives rise to the factors in
the third line. As a side remark, in the case of passive basis
choice using beamsplitters, there are four instead of two detec-
tors deployed; accordingly, the factor 1/2 has to be replaced
by 3/4.

Using , the actual probability of detecting an acciden-
tal coincidence per coincidence window reads

PCC/

_ t _ /,Ln
Pt =1= e [1 = PREPFE] = PYC = 3 e [(1 = ma)" + (1 = )" = (1 = na)"(1 = )"

n=1

— (1 =)L = (1 = np)"IPYC — [1 — (1 — na)"1A — 1B)"PEC — (1 — na)"(1 — np)"PYCPYC].

The formula can be understood as follows: The accidental
coincidence probability P can be seen as all those two-click
events that did not originate from a true pair. We proceed
by subtracting from probability 1 all events which are no
accidental coincidences.

Thus, in the first line, we subtract the probability of no
photon pair being emitted, corrected by the case of two dark
counts producing a coincidence. We also subtract all correct
coincidences according to Eq. (B3). Then we subtract the sum
over all remaining pair emission probabilities which are not
the vacuum state, not a true coincidence, and not an acci-
dental count. In the second line, we count those cases where
no accidental coincidence happens since in at least one arm
no click occurs. Since the possibility of both detectors not
clicking is included in both (I —n4)" and (1 — np)", it has
to be subtracted. This subtraction avoids mistakenly counting
the case of all photons lost twice.

In lines 3 and 4 of Eq. (B4), we have to re-add the cases
where dark counts cause an accidental coincidence by “replac-
ing” a photon. All other dark count cases are already included
in the first line of the equation—either as part of P or in 1,
since a dark count happening when an accidental coincidence
would have occurred anyway does not change their statistics.

For n; <« 1, one can approximate P.° with P*¢ from

cor

Eq. (9), which actually constitutes an upper bound for Eq. (8).

3. Nonidentical detectors

In our model, we assume Alice and Bob, respectively,
to use identical detectors for their orthogonal polarization
measurements. It has recently been shown [30] that vast differ-
ences in detector performance do not necessarily degrade the
security of a QKD protocol. However, different detection ef-
ficiencies lead to asymmetric single-count rates and therefore
different accidental coincidence rates for different polariza-
tion correlations. On top of this, different detector jitters lead
to different n'c for each correlation. These asymmetries and
differences of used detectors can lead to a deviation from the
reported model.

To account for such imbalances one has to define two
heralding efficiencies per communication partner, which we
denote by na; and npy, where j and k indicate the detectors.
Following Eq. (3), one can now differentiate true coincidence

(B4)
[
values:
CC;'k = Bna N8k, (BS)
for which
2
> ccl =cc (B6)

k=1
holds. Additionally, one has to subdivide the S;" while ac-
counting for different dark count rates

ng :B77Aj +DCAJ‘, (B7)
Sgr = Bnpi + DCpy (B8)
where similarly
2 2
Sy=> Sy and Sp = Sp (B9)
j=1 k=1

and assign different accidental coincidence rates to different
detector combinations:

2 2
acc __ acc __ m ¢m
CC* = E C k= E SA_/‘SBktCC'
Jk=1 jok=1

(B10)

To take into account different detector jitters, one arrives at
different values of 4 jx, which require an adaptation of the
coincidence window loss of Eq. (13):

1
0 = erf[ 1n(2)£]. (B11)
’ IAjk
In this case, Eq. (14) becomes
2
CcCcM = Z [n'cCCy, + CC3cl, (B12)
k=1
and similarly Eq. (15) can be written as
2
CC™ = " [/ CClyer 4 CC¥c]. (B13)

Jj#k
Here we assume a correlated Bell state (¢ /™) in the respec-

tive basis. For anticorrelated ones (*/7), the indices to be
summed over have to be replaced by j = k.
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4. Key-rate-formula adjustments

Following from the above considerations, in a realistic
experiment, one might additionally expect that one of the po-
larization measurement settings used in the BBM92 protocol
is more prone to errors than the other one. Let us assume that
this is due to different optical errors eP® which can depend on
the measurement basis. As an example, the HV basis often
shows higher fidelity than the superposition bases as a result
of the source design, which relies on polarizing beamsplitters
defining H and V with high extinction (1 : 1000 or better).
Because of this, we obtain two values of QBER [see Eq. (16)],
one for each measurement setting. Let us denote these with
Eyy and Ep,. If coincidences obtained in the HV basis are
used to derive the key, then in Eq. (17) we can set Evi = Epy
and E},, = Ep,. Similarly, for a key derived from coincidences
in the DA basis we set Eypyy = Eps and Ep, = Egy. If both
Alice and Bob choose the HV setting with probability p and
the DA setting with probability (1 — p), they would obtain two
key rates, each in one basis:

Ry = p’CC"[1 — Ha(Eps) — f(Env)Ha(Env)],  (B14)

R}, = (1 = p)*CC™"[1 — Ha(Epy) — f(Epa)Ha(Epa)].
(B15)

The total key rate is then the sum of these two key rates, and
the total compatible basis choice probability from Eq. (17) is
qg=p’+(1-p>

Another common technique is to use predominantly one
of the basis settings and use the other only with very low
probability to obtain the estimate on Ej,. This is often referred
to as the “efficient BB84 protocol” [31]. In the asymptotic
setting, one can therefore assume that the probability p to
choose the HV basis approaches unity, and the final key rate
is

Yecient = CC"'[1 — Ha(Epa) — f(Env)Ha(Egv)].

Additionally, in some works the authors assume that in
the asymptotic setting the block length is also approaching
infinity and therefore f(Ey;) approaches unity [32,33]. Last
but not least, even in the case of different error rates, one
can in practice use the average error E = (Egyy + Eps)/2 with
Eq. (19) to obtain a lower bound on the secret key rate [10,34],
since

(B16)

E +E

2H2< 2

) > Ha(E)) + Ha(E2) VE; €[0,0.5).

(B17)

[1] N. Gisin, G. Ribordy, W. Tittel, and H. Zbinden, Rev. Mod.
Phys. 74, 145 (2002).

[2] E. Xu, X. Ma, Q. Zhang, H.-K. Lo, and J.-W. Pan, Rev. Mod.
Phys. 92, 025002 (2020).

[3] C. H. Bennett and G. Brassard, Theoretical Computer Science
560, 7 (2014).

[4] R. Ursin, F. Tiefenbacher, T. Schmitt-Manderbach, H. Weier,
T. Scheidl, M. Lindenthal, B. Blauensteiner, T. Jennewein, J.
Perdigues, P. Trojek, B. Omer, M. Fiirst, M. Meyenburg, J.
Rarity, Z. Sodnik, C. Barbieri, H. Weinfurter, and A. Zeilinger,
Nature Phys. 3, 481 (2007).

[51 J. Yin, J.-G. Ren, H. Lu, Y. Cao, H.-L. Yong, Y.-P. Wu, C.
Liu, S.-K. Liao, F. Zhou, Y. Jiang, X.-D. Cai, P. Xu, G.-S.
Pan, J.-J. Jia, Y.-M. Huang, H. Yin, J.-Y. Wang, Y.-A.
Chen, C.-Z. Peng, and J.-W. Pan, Nature (London) 488, 185
(2012).

[6] S. Ecker, B. Liu, J. Handsteiner, M. Fink, D. Rauch, F.
Steinlechner, T. Scheidl, A. Zeilinger, and R. Ursin, npj
Quantum Inf. 7, 5 (2021).

[71 J. Yin, Y.-H. Li, S.-K. Liao, M. Yang, Y. Cao, L. Zhang, J.-G.
Ren, W.-Q. Cai, W.-Y. Liu, S.-L. Li, R. Shu, Y.-M. Huang, L.
Deng, L. Li, Q. Zhang, N.-L. Liu, Y.-A. Chen, C.-Y. Lu, X.-B.
Wang, F. Xu, J.-Y. Wang, C.-Z. Peng, A. K. Ekert, and J.-W.
Pan, Nature (London) 582, 501 (2020).

[8] S. Wengerowsky, S. K. Joshi, F. Steinlechner, J. R. Zichi, S. M.
Dobrovolskiy, R. van der Molen, J. W. N. Los, V. Zwiller,
M. A. M. Versteegh, A. Mura, D. Calonico, M. Inguscio, H.
Hiibel, L. Bo, T. Scheidl, A. Zeilinger, A. Xuereb, and R. Ursin,
Proc. Natl. Acad. Sci. USA 116, 6684 (2019).

[9] S. Wengerowsky, S. K. Joshi, F. Steinlechner, H. Hiibel, and
R. Ursin, Nature (London) 564, 225 (2018).

[10] S. K. Joshi, D. Aktas, S. Wengerowsky, M. Loncari¢, S. P.
Neumann, B. Liu, T. Scheidl, 7. Samec, L. Kling, A. Qiu, M.
Stipcevi¢, J. G. Rarity, and R. Ursin, Sci. Adv. 6, eaba0959
(2020).

[11] A. K. Ekert, Phys. Rev. Lett. 67, 661 (1991).

[12] C. H. Bennett, G. Brassard, and N. D. Mermin, Phys. Rev. Lett.
68, 557 (1992).

[13] J.-P. Chen, C. Zhang, Y. Liu, C. Jiang, W.-J. Zhang, Z.-Y. Han,
S.-Z.Ma, X.-L. Hu, Y.-H. Li, H. Liu, F. Zhou, H.-F. Jiang, T.-Y.
Chen, H. Li, L.-X. You, Z. Wang, X.-B. Wang, Q. Zhang, and
J.-W. Pan, Nat. Photon. 15, 570 (2021).

[14] H.-K. Lo, X. Ma, and K. Chen, Phys. Rev. Lett. 94, 230504
(2005).

[15] A. Acin, N. Brunner, N. Gisin, S. Massar, S. Pironio, and V.
Scarani, Phys. Rev. Lett. 98, 230501 (2007).

[16] X. Ma, C. H. F. Fung, and H. K. Lo, Phys. Rev. A 76, 012307
(2007).

[17] S. P. Neumann, D. Ribezzo, M. Bohmann, and R. Ursin,
Quantum Sci. Technol. 6, 025017 (2021).

[18] H. Takesue and K. Shimizu, Opt. Commun. 283, 276
(2010).

[19] R. Hosdk, I. Straka, A. Predojevi¢, R. Filip, and M. JeZek, Phys.
Rev. A 103, 042411 (2021).

[20] D. N. Klyshko, Sov. J. Quantum Electron. 10, 1112 (1980).

[21] A. Anwar, C. Perumangatt, F. Steinlechner, T. Jennewein, and
A. Ling, Rev. Sci. Instrum. 92, 041101 (2021).

[22] M.Bohmann, R. Kruse, J. Sperling, C. Silberhorn, and W.
Vogel, Phys. Rev. A 95, 033806 (2017).

[23] M. Bohmann, L. Qi, W. Vogel, and M. Chekhova, Phys. Rev.
Research 1, 033178 (2019).

[24] N. Liitkenhaus, Phys. Rev. A 59, 3301 (1999).

022406-10

22



MODEL FOR OPTIMIZING QUANTUM KEY DISTRIBUTION ...

PHYSICAL REVIEW A 104, 022406 (2021)

[25] T. Moroder, O. Giihne, N. Beaudry, M. Piani, and N.
Liitkenhaus, Phys. Rev. A 81, 052342 (2010).

[26] D. Elkouss, J. Martinez-Mateo, and V. Martin, Quantum Inf.
Comput. 11, 226 (2011).

[27] D. Vasylyev, A. A. Semenov, and W. Vogel, Phys. Rev. Lett.
117, 090501 (2016).

[28] M. Bohmann, R. Kruse, J. Sperling, C. Silberhorn, and W.
Vogel, Phys. Rev. A 95, 063801 (2017).

[29] V. Bécares and J. Blazquez, Sci. Technol. Nucl. Install. 2012,
240693 (2012).

[30] Y. Zhang, P. I
N. Liitkenhaus,
(2021).

[31] H.-K. Lo, H. F. Chau, and M. Ardehali, J. Cryptology 18, 133
(2005).

[32] M. Koashi and J. Preskill, Phys. Rev. Lett. 90, 057902
(2003).

[33] M. Koashi, New J. Phys. 11, 045018 (2009).

[34] C. H. F. Fung, X. Ma, and H. F. Chau, Phys. Rev. A 81, 012318
(2010).

Coles, A. Winick, J. Lin, and
Phys. Rev. Research 3, 013076

022406-11

23



3 Publications

3.2 Experimental entanglement generation for quantum key
distribution beyond 1 Gbit/s

This paper describes the source of polarization-entangled photon pairs in detail and assesses its
performance parameters. This source was used for all other papers as well: We tested the model of
publication[3.T] with it and it also supplied the photon pairs needed for publications[3.3] and[3.4]

I contributed to the paper by planning the experiment with Rupert Ursin and Martin Bohmann,
by designing and constructing the source of polarization-entangled photon pairs, by measuring all of
its performance parameters except for the spectrum, by coding and plotting all simulations and by
writing the paper.
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Top-performance sources of photonic entanglement are an indispensable resource for many appli-
cations in quantum communication, most notably quantum key distribution. However, up to now,
no source has been shown to simultaneously exhibit the high pair-creation rate, broad bandwidth,
excellent state fidelity, and low intrinsic loss necessary for gigabit secure key rates. In this work,
we present for the first time a source of polarization-entangled photon pairs at telecommunication
wavelengths that covers all these needs of real-world quantum-cryptographic applications, thus en-
abling unprecedented quantum-secure key rates of more than 1 Gbit/s. Our source is designed to
optimally exploit state-of-the-art telecommunication equipment and detection systems. Any tech-
nological improvement of the latter would result in an even higher rate without modification of the
source. We discuss the used wavelength-multiplexing approach, including its potential for multi-
user quantum networks and its fundamental limitations. Our source paves the way for high-speed
quantum encryption approaching present-day internet bandwidth.

I. INTRODUCTION

Entanglement-based quantum key distribution (QKD)
requires sources of photonic entanglement that exhibit
high overall pair creation rates, high spectral bright-
ness, low intrinsic loss, high fidelity to maximally en-
tangled states and low maintenance. These points are
getting ever more important for achieving non-vanishing
key rates over fiber and free-space quantum links which
are governed by unavoidable strong losses. In order to
achieve this, different source designs have achieved re-
markable individual figures of merit: Atzeni et al.[1]
achieved 2.2 x 109 cps/mW overall brightness and Sun
et al.[2] 1.2 x 10% cps/mW /nm spectral brightness, both
in waveguide configurations. Liu et al. [3] reported an
average collection efficiency of 84.1% , Kaiser et al. [4] as
well as Joshi [5] showed 99.8% polarization visibility, and
the source of Tang et al. [6] even survived a rocket explo-
sion. For a recent comprehensive overview and a detailed
discussion of the parameters in use, see Ref.s[7, 8].

While all of the reported sources show excellent merits
regarding one or even two of these fundamental param-
eters, none of them exhibit outstanding overall perfor-
mance necessary for first-grade real-world QKD appli-
cations. In such applications, high overall brightness is
necessary to create high key rates required in telecommu-
nication infrastructures today. It is defined as the num-
ber of entangled photon pairs created in the source before
all losses. High spectral brightness, i.e. the rate of photon
pairs created per wavelength, enables efficient wavelength
division multiplexing (WDM) of signals[9, 10], dimin-
ishes dispersion effects [11] and will be necessary to cou-
ple to quantum memories in the future [12]. Collection
efficiency is the probability of a photon created in the

* sebastian.neumann@oeaw.ac.at

t rupert.ursin@oeaw.ac.at

source being detected. High source-intrinsic collection
efficiency allows to tolerate more (unavoidable) channel
loss. High wisibility of the entangled state allows the ex-
perimenter to efficiently perform error correction and pri-
vacy amplification in post-processing, which means that
a larger fraction of the raw key can be utilized; addition-
ally it can partly compensate for noise, detector jitter
and channel loss.

The highest experimentally generated key rates as
of today were acquired under laboratory conditions,
without deployment of real-life links. The record val-
ues are 10Mbit/s[13] in a decoy-state configuration,
26.2 Mbit/s [14] using time-bin qudits and 7.0 Mbit/s [15]
in an implementation with high-dimensional entangle-
ment.

In this work, we present a source of polarization-
entangled photon pairs performing competitively in all
of the above-mentioned parameters, enabling unprece-
dented key rates beyond 1 Gbit/s by exploiting polariza-
tion entanglement only. The source was built in a bulk
Sagnac-loop configuration deploying type-0 spontaneous
parametric down-conversion (SPDC) inside a nonlinear
crystal producing polarization-entangled photon pairs at
telecom wavelength. Using bulk polarization measure-
ment modules and a tunable blazed-grating filter, re-
spectively, we quantified brightness, collection efficiency,
spectral bandwidth and polarization visibility for differ-
ent WDM channels as well as the full spectrum. We
find that using 66 channel pairs of off-the-shelf WDM
devices, the source could supply a total of 1.2 Gbit/s se-
cure key in a point-to-point configuration. Even higher
values of up to 3.6 Gbit/s are conceivable when using nar-
row ultra-dense WDM channels and pumping with high
laser power. Additionally, we show that by using the
full 106 nm-bandwidth spectrum of our source, a fully
connected local quantum network with up to 33 users
could be created. Our results provide an essential con-
tribution towards high-key-rate quantum communication
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FIG. 1. Sketch of the setup. The continuous-wave pump laser at 775.06 nm is coupled into a single-mode fiber (SMF) and
directed towards the bulk optics setup. After beam collimation, a polarizing beam splitter (PBS) and a half-wave plate (HWP)
set the pump laser’s polarization to 45°. A pump lens bidirectionally focuses the pump into the nonlinear crystal (NLC) placed
inside a Sagnac loop. The loop consists of a dichroic PBS splitting the pump by transmitting (reflecting) the horizontally
(vertically) polarized part. The reflected part passes a HWP at 45°. Thus, all pump photons are horizontally polarized
when entering the NLC, where photon pairs are created via type-0 spontaneous parametric down-conversion (SPDC). They
travel back to the PBS, where both propagation direction modes interfere and the SPDC photons’ polarization states become
entangled. Successively, a dichroic mirror (DM) separates the SPDC beam from the pump. The SPDC traverses a longpass
filter (LPF) blocking residual pump light before being collected by a SMF. The broad total photon spectrum is subdivided by
use of a WDM. For visibility measurements, polarization rotations in the fiber have to be compensated using fiber polarization
controllers (FPC) in order to acquire the desired correlations. Measurements in mutually unbiased bases are realized by setting
both receiver’s HWP to either 0° or 22.5°. The PBS output modes are coupled into SMF and directed to four channels of
superconducting nanowire single-photon detectors (SNSPD), whose detection times are registered using a time-tagging module
(TTM) and post-processed with a computer. For measurements of brightness and collection efficiency, the WDMs are directly
connected to the SNSPDs. For the measurement of the total spectrum, the WDM was replaced by a 50:50 beam splitter, one
arm of which was connected to a tunable filter (not depicted) before detection.

necessary for future quantum infrastructures. the source’s working principle, see the caption of Fig. 1
and the Methods section. The photons were detected by
use of two fiber-coupled superconducting nanowire single-
photon detector (SNSPD) channels connected to a time-
tagging module (TTM). From its time stamps, our com-
puter software calculated ¢ correlations between the
channels, from which we identified the entangled photon

pairs.

II. RESULTS
A. Source design

To arrive at key rates above 1 Gbit/s, we need to de-
termine the outstanding values of the source’s spectral
bandwidth, collection efficiency, brightness and visibil-

ity values, which we will set forth in the following. The B. Evaluation of source performance parameters

experimental set-up is depicted in Fig. 1. The source
was built in a bulk Sagnac configuration with the loop
containing a type-0 nonlinear crystal (NLC). It was bidi-
rectionally pumped using a 775.06 nm continuous-wave
laser with its focusing parameters optimized for high-
brightness SPDC. It produces telecom-wavelength entan-
gled photon pairs with their spectrum centered around
1550.12nm. Carefully chosen collimation and coupling
optics allow for the SPDC’s low-loss insertion into a
single-mode fiber. For a more detailed description of
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Figure 2 shows the source’s collection efficiency over
the full SPDC spectrum. The graph was acquired by
probabilistically separating the entangled pairs with a
50:50 in-fiber beam splitter before detection and using a
free-space grating-based tunable wavelength filter in one
of its arms. The spectrally resolved collection efficiency
is required to quantify the portion of the spectrum usable
in QKD. The source spectrum can be optimally exploited
for QKD by deterministically separating entangled pho-



ton pairs using WDM channels. Due to energy conser-
vation during the SPDC process, entangled photons are
found in channel pairs equidistant from the spectrum’s
central wavelength. Such pairs are depicted in the same
colors in Fig. 2. Each of the n channel pairs can be
considered an independent carrier of photonic entangle-
ment [16].

To precisely determine collection efficiencies and
brightness values, matching WDM channel pairs were
connected directly to the SNSPDs. To ensure straight-
forward comparability with other source designs, we did
not subject the photon pairs to long-distance link attenu-
ation. The single-mode fibers in use added up to no more
than 10m length. All of the following collection efficien-
cies include coupling and transmission losses of WDMs
and fibers as well as SNSPD detection efficiencies. We de-
fine the collection efficiency 7, sometimes called “herald-
ing” or “Klyshko” [17] efficiency, as n = CC/+/Sa - Sg,
where C'C' are the coincident counts between the commu-
nicating partners’ detectors with single count rates S4
and Sp. Figure 3 shows collection efficiency values for
different standard WDM channels of 100 and 200 GHz
(dense WDM) and 2500 GHz (coarse WDM, CWDM).
Collection efficiencies stay above 20% on average in a
56.3 nm range around the central SPDC wavelength. As
a comparison, averaging over the full spectral range, the
value decreases to 12.9%. This value was acquired using
a 50:50 in-fiber beam splitter and is in accordance with
Fig. 2, since coupling into the tunable filter’s collect-
ing single-mode fiber is less efficient far from the central
wavelength due to chromatic aberration of the coupling

- - N N
o 3] o 3]

Collection efficiency [%]

1500 1550 1600
Wavelength [nm]

FIG. 2. Measured collection efficiency of the source per wave-
length. The measurement was carried out using a tunable
wavelength filter based on a rotatable blaze grating, which one
photon of a pair passed. The graph was obtained by deter-
mining the ratio of coincidence counts vs. singles of the lossy
filter arm and normalizing to the highest collection efficiency
obtained in the WDM measurements (see Fig. 3). WDM
channel pairs carrying entangled photon pairs are shown as
slices of the same color. The slight asymmetry of the spec-
trum can be explained by varying coupling efficiencies of the
tunable filter and the single-photon detectors.
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FIG. 3. Average measured collection efficiencies per

wavelength-channel pair obtained by determining the ratio
between coincident and single detector counts. Note that the
lower values for the full spectrum originate in part from the
fact that a probabilistic beam splitter was used to separate
the photons, and in part from the fact that far from the cen-
tral wavelength, the source intrinsically shows lower collection
efficiencies due to its focusing parameters [18].

optics and wavelength-depended mode structures.

Figure 4 shows spectral brightness values, i.e., the
number of photon pairs per pump power, wavelength and
time, for the same WDM channels as used for Fig. 3.
Solid lines refer to detected pair rates, while faint lines
are calculated pair creation rates in the crystal before
any loss. This parameter is called spectral brightness B.
The latter depends on measured pair rates and collection
efficiencies as B = CC/n?. The highest spectral bright-
ness value of B, 37 = 4.17x 105 cps/mW /nm was found
in the 200 GHz WDM channel pair 31+37.

Figure 5 demonstrates our source’s exceptional fidelity
to a maximally entangled state with measured polar-
ization visibilities V' of up to 99.4% in two mutually
unbiased bases. To arrive at these values, bulk polar-
izing beam splitters with single-mode coupled output
ports were implemented between WDMs and SNSPDs
(cf. Fig. 1). V stayed above 99.2% for all observed
100 and 200 GHz channels. Since polarization rotations
in fiber are wavelength dependent, no full polarization
compensation using fiber polarization controllers (FPC)
can be achieved for broad spectra. However, even for
the broader CWDM channels and the full spectrum, the
quantum bit error rate (QBER) E = (100% — V') /2 stays
above the 11% limit necessary for secure key creation [19].

As a final figure of merit, we want to point out our
source’s stability: All of the above data was taken more
than 6 months after source alignment, with no certifiable
performance degradation during this period. The only
active stabilization necessary was carried out by an elec-
tronically controlled oven restricting crystal temperature
fluctuations to < 0.01° C, while no performance degra-
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dation could be observed for changes < 0.1° C.

C. Secure key rate analysis

From this experimental data, maximum secure key
rates can be inferred according to the model in Ref. [8].
This model considers the probabilistic multi-photon-
pair statistics of a continuous-wave-pumped entangled-
photon source. An in-depth analysis of these statistics is
necessary, since simply increasing the pump power can be
detrimental to the key rate. This is because multi-photon
pairs lead to so-called accidental coincidences and thus
an increased QBER, making it necessary to use a larger
portion of the key for classical post-processing. There-
fore, there exists an optimal pump power. This optimum
additionally depends on the wavelength-channel width,
leading to a trade-off between the rate of detected pho-
ton pairs and the accidental detection probability per
wavelength-channel pair. The source can be operated as
is, by optimizing the laser power inside the crystal. Using
the collection efficiency, brightness, and visibility values
experimentally achieved in our experiment, we simulate
QKD implementations with different WDM scenarios in
Fig. 6. Here, each WDM-channel pair can provide a se-
cure key rate Rj, depending on its individual collection
efficiency and entanglement quality. In this work, we are
concerned with the total key rate R® = Y_)'_| R; achiev-
able with n channel pairs from our source. Our calcula-
tions, depicted in Fig. 6, show that already with standard
off-the-shelf 100 GHz WDM channels, 1.2 Gbit/s secure
key rate could be achieved at 400 mW pump power when
deploying suitable high-end detectors. With 132 chan-
nels of 50 GHz width, R®* = 2.0 Gbit/s can be achieved
with 660 mW pump power. 25 GHz channels would even
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FIG. 4. Source brightness per wavelength. Brightness val-
ues (transparent) and measured coincidences (solid) of the
source for measured WDM channel pairs per mW. The cen-
tral wavelength is 1550.12nm, and only the channels with
the lower wavelength of each channel pair are depicted for
simplicity. Brightness values were calculated from measured
coincidences and collection efficiencies.
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allow for 3.0 Gbit/s at 900 mW, and reducing the spacing
further to 529 channel pairs of 12.5 GHz, the same key
rate value could be reached already with 800 mW pump
power. When pumping with 1000 mW in the latter WDM
configuration, a maximum value of 3.6 Gbit/s is possible.

III. DISCUSSION

We have presented a stable source of polarization-
entangled photon pairs with high total and spectral
brightness, high collection/heralding efficiency and ex-
tremely high state fidelity. Calculating the quantum se-
cure key rates that our source could sustain when operat-
ing with sufficiently performing single-photon detectors,
we arrive at key rates above 1Gbit/s with off-the-shelf
wavelength-division-multiplexing devices and laser pow-
ers below the crystal’s damage threshold. When relaxing
the latter requirements, key rates of more than 3 Gbit/s
are conceivable with our state-of-the-art source:

Firstly, stronger pump laser power could increase the
effective spectral and overall brightness. To mitigate
the risk of damage to our setup, we restricted our-
selves to powers of no more than 400mW, for which
we could still certify undiminished source performance.
However, if one were to install laminar airflow boxes
to keep dust away from the optical surfaces, specifica-
tions by the crystal manufacturer suggest that powers
of 1000mW and beyond are feasible [20]. Secondly, us-
ing narrower WDM spacings and therefore higher channel
pair numbers n reduces the number of undesired acciden-
tal correlation measurements and therefore enhances the
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polarization in two mutually unbiased bases. We measured
V > 99.2% for all WDM spectral widths used for key calcu-
lations. We attribute lower visibility values for the 2500 GHz
coarse WDM (CWDM) and the full spectrum to wavelength-
dependent polarization rotations in the fibers, which can be
compensated individually if subdividing in narrow spectra.
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FIG. 6. Quantum-secure key rates per pump power. Ex-

pected key rates per pump power at 775.06 nm for differ-
ent wavelength demultiplexing scenarios after sifting and er-
ror correction, taking into account multipair statistics. The
WDM channels under consideration follow standards defined
by the International Telecommunication Union and we indi-
cate the number of used channel pairs n. Already for 100 GHz
channels, our source could provide key rates above 1 Gbit/s.
While we experimentally verified source operation without
performance decrease up until 400 mW pump power, it is rea-
sonable to assume that 1000 mW are still feasible [20]. This
could allow for more than 2.0 Gbit/s in a 50 GHz demulti-
plexing scheme, while 25 GHz and 12.5 GHz enable more than
3.0 Gbit/s. The relative increase in key rate for ever narrower
channels becomes smaller due to the accompanying increase
of the entangled photons’ coherence time.

key rate[10]. Deploying WDMs narrower than 100 GHz
might require customization, but is possible in principle
and also covered by ITU standards [21]. However, go-
ing below 6.25 GHz is hardly beneficial anymore. This
is because the entangled photons’ coherence time is in
the order of tens of picoseconds in this case, which de-
teriorates the timing precision necessary for photon pair
correlation. Ultimately, even assuming perfect tempo-
ral photon detection, this time-bandwidth product effect
represents the physical limit of increasing the rate of po-
larization and time-bin based QKD protocols. As a side
remark, further narrowing the channel width might nev-
ertheless be beneficial in order to address quantum mem-
ories for future quantum computing or quantum repeater
schemes [22].

In a real-world QKD implementation, where many
channels including their respective detection system can
terminate at one and the same communication partner,
n channel pairs can connect between 2 and 2n users indi-
vidually. However, due to its broad spectrum, our source
is also ideally suited for fully connected multi-user quan-
tum network configurations[16]. With the 66 channel
pairs available when using 100 GHz spacing, our source
could fully connect 12 users in a trusted-node-free net-
work design without any probabilistic multiplexing [23].
Deploying 529 channel pairs of 12.5 GHz width, this num-
ber increases to 33 fully connected users.

Although our source is ideally suited for a large va-
riety of applications, its practical deployment is limited
by current single-photon detector performance. For cal-
culating the overall key rate, we assume our detector’s
quantum efficiency, specified to be 80% by the manufac-
turer, to stay constant for all wavelength channels and
count rates. We assume 38 ps jitter of the full detection
system including time-tagging electronics, which was the
lowest value we observed during our experiment. Most
importantly, we have simultaneously assumed maximum
detector count rates of 200 MHz. While such count rates
can be achieved in state-of-the-art experiments [24], so far
there exists no detection system simultaneously exhibit-
ing high detection efficiency as well as low jitter. We note,
however, that in (high-loss) long-distant communication
scenarios, maximum count-rate limitations do not pose
any practical problems for QKD implementations due to
the reduced number of registered photons. But even in
these cases, low jitter is crucial to avoid accidental two-
fold clicks of uncorrelated photons. Thus, it becomes
apparent that although recent research shows promising
approaches [24-26], detector technology has yet to catch
up with high-end entangled-photon-pair sources such as
the one presented in this work.

We want to stress that for the claims presented in this
work, no problems or challenges of the source design were
shifted to the detection devices. There is no conceivable
enhancement to the source that could lead to a QKD
performance increase without a significant advance in de-
tector technology first. As of today, detectors are the
limiting factor for achieving high key rates: temporal
jitter as well as dead time of SNSPDs (and, even more
so, of semiconductor-based single-photon detectors) can
neither resolve nor register the extraordinarily high pair
creation rates of our high-end source.

IV. CONCLUSION

We have described a source capable of providing more
than 1 Gbit/s secure key rate using off-the-shelf compo-
nents. To the best of our knowledge, this is the bright-
est source with simultaneously optimized collection effi-
ciency and visibility up to date. Exceptional visibility of
the source’s polarization-entangled photon pairs enables
quantum bit error rates below 0.4 %. Measured collec-
tion efficiencies of up 25.9% provide high photon yield.
Damage thresholds measurements by the crystal manu-
facturer [20] suggest that the crystal could be pumped
with up to 1 W, which would create more than 10'' pho-
ton pairs per second over the full spectrum. These ex-
ceptional entangled photon pair creation rates cannot be
resolved by single-photon detection systems as of today.
Thus, we have identified the most pressing problem in
current QKD technology as the trade-off between max-
imum count rate and timing jitter of modern detection
systems, which limits the performance of state-of-the-art
source technology as presented in this work.
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V. METHODS
A. Source design and working principle

The source is a bulk optics telecom-wavelength source
making use of SPDC inside a nonlinear periodically poled
5% magnesium-doped congruent lithium niobate crystal
with type-0 phase-matching [27]. The crystal is placed in-
side a Sagnac loop to enable coherent superposition of or-
thogonally polarized SPDC modes. The loop was built as
small as possible to allow for strong focusing of the pump
laser, which has to be carried out by a single lens outside
the loop in order to be able to separately optimize pump
focusing and SPDC collimation. Additionally, using one
pump lens benefits indistinguishability of the beam pro-
file in both of the loop’s propagation direction modes.
The focusing parameter £ was chosen carefully according
to efficiency considerations in Ref. [18]. We put emphasis
on obtaining a large ratio of crystal length to Rayleigh
length of the pump beam in order to obtain high pair
creation rates. Concretely, this corresponded to a focus
length f = 254 mm for the pump lens and f = 200 mm
for the SPDC collection lens. To ensure good fidelity of
the pump beam to a TEgy mode, an aspheric lens with
f = 18.4mm was used to couple out of the single-mode
fiber. The comparably strong pump focusing required for
this goal can lead to divergence-induced degradation of
the PBS extinction ratio, which negatively influences the
brightness. We therefore regularly checked the PBS’s
performance during source construction with lasers at
both pump and SPDC wavelength. The loop length is
restricted on one hand by the focal length of the lenses,
since tighter focusing corresponds to higher brightness.
On the other hand, it is limited by the length of the
crystal including its temperature control, which has to
fit in the long side of the loop. Additionally, the pump
and SPDC beams must not be clipped when entering and
leaving the crystal, therefore again limiting beam diver-
gence. To account for these different trade-offs, we chose
a loop length of ~ 35cm to house a nonlinear crystal of
50 mm length for enabling the SPDC process. In combi-
nation with the pump beam’s calculated Gaussian profile,
this resulted in & = 1.99. The SPDC beam’s focus pa-
rameters were matched to the same value as the pump’s,
which required different collimation and collection pa-
rameters due to their different wavelengths. The entan-
gled photons were coupled into an SMF with a 1550 nm
anti-reflection coating via an aspheric lens. After pass-
ing a longpass filter, all SPDC photons were coupled into
one standard SMF-28 single-mode fiber. For a detailed
description of the source’s working principle, we addi-
tionally refer the reader to Fig. 1.

To ensure outstanding performance of our source, not
only the correct choice of parameters, but also an elabo-
rate alignment procedure was essential. To this end, we
measured the power of light being reflected back to the
pump laser’s isolator to ensure perfect alignment of the
loop. This also allows for perfect collimation of the pump
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beam, which can be guaranteed by maximizing the back-
coupling. Additionally, one alignment step was to cou-
ple an amplified and polarization-controlled 1550.12 nm
laser out of the SPDC collection fiber to make use of up-
conversion for reversing the beam paths and aligning the
full set-up with strong laser light.

Separation of the entangled photon pairs was carried out
using standard dense wavelength-division multiplexing
(DWDM) modules with a channel spacing of 200 as well
as 100 GHZ according to the ITU grid. We want to em-
phasize that we deployed off-the-shelf telecommunication
devices for this task. Their spectrum’s full width at half
maximum (FWHM) amounts to only about 75% of the
channel spacing. Deploying custom-made DWDM chan-
nels with steeper edges, thus allowing broader FWHM,
could therefore increase the usable part of the spectrum
by up to 25%. The WDM channels carrying the respec-
tive entangled photons of a pair were connected to two
channels of a SNSPD system with 80% detection effi-
ciency according to the manufacturer. Detection events
were assigned a time stamp with 1 ps bin width by use of
a time-tagging module. From two-fold coincident counts
between the two detector channels, we calculated a ¢(®)
correlation function for each channel pair. The FWHM
of the correlation peak amounted to 38 ps, which is equiv-
alent to the total timing jitter of both detection systems.

B. Benchmarking source performance

To determine the source brightness, i.e. the number
of entangled pairs produced inside the crystal via SPDC
before any losses per second, the WDM channels were
connected to the SNSPDs directly. From their collec-
tion efficiencies [17], one can infer the total channel losses
and thus the pair production rates (see Fig. 4 and the
related discussion). Measurements were carried out for
pump powers of 50 pW to keep the ratio of accidental
coincidence counts to pair counts low. This is impor-
tant in order to neither overestimate the heralding effi-
ciency nor underestimate brightness due to uncorrelated
accidental counts mistakenly registered as coincidences.
Only in then case, it is admissible to calculate the bright-
ness as B = CC/n? = S,Sp/CC, where noise counts
have been subtracted from single count rates. Addition-
ally, to check for crystal damages and overall source per-
formance in high-power regimes, we exemplarily checked
Bi9§H  the brightness for the 100 GHz channel pair
33 + 35, for a pump power of 400mW over high-loss
fiber links with ~ 40 dB attenuation each. We confirmed
B0SH” = 4.10 x 106 cps/mW /nm for both 50 tW and
400 mW, therefore verifying that for powers up to 400
mW, as required for our claim of 1.2 Gbit/s secure key
rate, no gray-tracking, crystal damages or any other de-
creases of source performance occur. However, we chose
not to increase the power even further in order not to risk
compromising other experiments the source is needed for,
although we are confident that even higher power levels



are feasible [20].

To determine the source’s collection efficiency per
wavelength over its full spectral range, the WDMs were
replaced by a 50:50 fiber beam splitter (FBS). One FBS
output port was connected to a SNSPD channel directly,
while the other one was directed to a free-space rotat-
able blazed grating reflecting the incoming signal with
1.46 nm/mrad angular dispersion towards an SMF. A
1.25 nm (FWHM) wide portion of the signal was coupled
into the SMF, which effectively acted as a wavelength fil-
ter. The SMF was connected to a second SNSPD chan-
nel. We determined the ratio between coincident counts
of both channels and the single counts of the filter chan-
nel for different angle settings of the channel. All mea-
surements were obtained using the same detectors and
thus include the SNSPD’s wavelength dependency. To
account for excess loss due to inefficient coupling and
dead-time loss in the first SNSPDs, we normalized for the
collection efficiency achieved with the 100 GHz WDMs
and thus arrived at Fig. 2.

The entangled photons’ state fidelity was measured us-
ing two polarization-detection modules with two detector
channels each (see Fig. 1). This way, erroneous counts
could be quantified directly. The error was determined in
two mutually unbiased bases which were set using half-
wave plates (HWP). Fidelity measurements were carried
out for 7 channel pairs with 200 GHz width and resulted
in > 99.2% visibility, i.e. < 0.4% QBER for all channel
pairs. These values were determined with pump powers
low enough to ignore noise-induced coincidence counts,
which occured with probabilities of less than 10™% per
registered photon pair. Deploying broader wavelength
channels generally leads to lower visibilities, since in-fiber
polarization rotations along the WDMs and SMFs lead-
ing to the detectors are wavelength-dependent. Thus,
compensation using FPC cannot be carried out equally
well for the full channel spectrum. Therefore, for the
18.4nm coarse WDM, the average visibility only reached
90.4%. This problem can easily be mitigated by deploy-
ing more WDM channels with denser spacing and indi-
vidual polarization compensation.

To arrive at the final key rates depicted in Fig. 6,

we made use of the model presented in Ref. [§], which
was verified with the very same source as the one pre-
sented in this work. We used the following input pa-
rameters: Collection efficiencies were calculated by in-
tegrating the function depicted in Fig. 2 over wave-
length intervals corresponding to the channel spacings
in question. These efficiencies include coupling losses
of the source, attenuation in the WDM devices and
fibers leading to the SNSPDs, and detection efficiencies
of the latter. The polarization visibility of at least 99.2%
translates to a QBER of 0.4%. For the sake of consis-
tency, we used the spectral brightness value B3§9SH” =
4.10x 105 cps/mW /nm of the same 100 GHz channel pair
that was used both to normalize for the collection effi-
ciency in Fig. 2 and to check source performance for high
laser powers. The temporal measurement precision was
assumed to be a convolution of the 38 ps overall detection
system jitter with the photons’ coherence time, which we
approximated from the respective WDM width in use.
Additionally, we assumed a maximum of 2% deadtime-
induced loss at 200 MHz detector count rate.
In our calculation, we assume a large raw key and asym-
metric random basis choice [28], which are fair assump-
tions for our high key-rate scenario. This allows us to
calculate key rates under conditions of perfect error cor-
rection and privacy amplification. [8].
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3.3 Experimentally optimizing QKD rates via nonlocal dispersion compensation

3.3 Experimentally optimizing QKD rates via nonlocal dispersion
compensation

This publication analyzes secure key rates of entanglement-based BBM92 protocols in fiber, depending
on the chromatic dispersion the photons experience. We tune the total dispersion by making use of
nonlocal dispersion compensation and observe the joint temporal distribution of the photon pairs,
thus varying the possible secure key rate over a range from about 6 to 228 bits/s. These findings
were essential to the dispersion compensation scheme of publication[3.4] and helped emphasize the
fact that temporal detection precision is the most important parameter in present-day quantum key
distribution, as can also be inquired from publication[3.1]

I contributed to the publication by designing the experiment together with Rupert Ursin, by
designing and constructing the source producing the entangled photon pairs, by analyzing and
plotting the data, by performing all additional calculations and trade-off predictions and by writing
the paper with the help of Martin Bohmann.
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Abstract

Quantum key distribution (QKD) enables unconditionally secure communication guaranteed by
the laws of physics. The last decades have seen tremendous efforts in making this technology
feasible under real-life conditions, with implementations bridging ever longer distances and
creating ever higher secure key rates. Readily deployed glass fiber connections are a natural choice
for distributing the single photons necessary for QKD both in intra- and intercity links. Any
fiber-based implementation however experiences chromatic dispersion which deteriorates
temporal detection precision. This ultimately limits maximum distance and achievable key rate of
such QKD systems. In this work, we address this limitation to both maximum distance and key
rate and present an effective and easy-to-implement method to overcome chromatic dispersion
effects. By exploiting entangled photons’ frequency correlations, we make use of nonlocal
dispersion compensation to improve the photons’ temporal correlations. Our experiment is the
first implementation utilizing the inherently quantum-mechanical effect of nonlocal dispersion
compensation for QKD in this way. We experimentally show an increase in key rate from 6.1 to
228.3 bits/s over 6.46 km of telecom fiber. Our approach is extendable to arbitrary fiber lengths
and dispersion values, resulting in substantially increased key rates and even enabling QKD in the
first place where strong dispersion would otherwise frustrate key extraction at all.

1. Introduction

Quantum key distribution (QKD) enables communication partners to exchange messages with
unconditional cryptographic security based on the laws of quantum physics rather than assumptions about
computational hardness. This decisive advantage of QKD over classical encryption techniques has
stimulated intensive research since its first proposal in 1984 [1]. The key challenge in state-of-the-art QKD
research is the development of feasible strategies enabling the faithful distribution of quantum states of light
over long distances and at high rates [2]. Glass fibers are an obvious choice for quantum communication,
since existing telecommunication infrastructure can be used and links can be operated 24/7 independent of
weather conditions, in contrast to satellite connections [3]. Fiber links are versatile. They can be deployed in
network configurations for intra-city links over tens of kilometers [4—6] and have also been used for
long-distance communication under laboratory conditions [7—9]. Only recently, in-field QKD using
commercially deployed fibers has been shown over a 96 km submarine link [10]. Another in-field
connection over 66 km withstood noise from classical traffic in another wavelength channel of the same
fiber [11].

The performance of a QKD system is quantified by its secure key rate. Naturally, this rate can be
enhanced by sending more photons per time unit, but such an increase in photon creation rate is only

© 2021 The Author(s). Published by IOP Publishing Ltd
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beneficial as long as successively sent photons can still be unambiguously identified in time by both
communication partners. If identification cannot be guaranteed with sufficient fidelity, the existence of an
eavesdropper in the quantum channel cannot be ruled out anymore and no secure key is created. Chromatic
dispersion in fiber however induces substantial temporal overlaps of single photons. This is because it
causes photons at different parts of the photon source’s wavelength spectrum to travel at different speeds in
the fiber. Dispersion therefore forces experimenters to dim their single photon source to levels far below
what would be technically possible [12, 13] in order to tell consecutively sent photons apart. This poses a
substantial limit on the secure key rate of any fiber-based QKD protocol.

Assuming state-of-the-art detectors, this effect comes into play already for 10 km fiber links conforming
to the International Telecommunication Union’s most popular fiber and multiplexing standards [14-16],
which we will use for all further calculations if not noted otherwise. For longer distances, the effect becomes
ever more extensive, until key production is completely prevented at around 460 km fiber length, assuming
etangled photons with 100 GHz spectral width (see appendix A.3). Importantly, dispersion negatively
affects any QKD protocol, no matter which degree of freedom is carrying the quantum information and
which particular protocol is used. This is also true for high-dimensional quantum information protocols
[17] where more than one qubit per photon is transmitted. Therefore, dispersion poses a key challenge in
fiber-based quantum communication, and has to be addressed by any future implementation.

Entanglement-based QKD protocols such as BBM92 [18] or device-independent protocols [19] offer a
unique method of overcoming dispersion-induced performance degradation. An entangled photon pair’s
correlations in time and energy allow for so-called nonlocal dispersion compensation [20]. Such a
compensation scheme uses the photons’ (anti-)correlations in wavelength as a resource to tighten temporal
correlations which have been dissolved by chromatic dispersion. Correlations in polarization, which are
used for key creation in this work, are left intact in this process.

In this work, we experimentally overcome the detrimental effect of chromatic dispersion on QKD rates
for the first time. In particular, we integrate a nonlocal dispersion compensation scheme into a full-fledged
polarization-based BBM92 protocol over 6.46 km of telecom fiber. Canceling dispersion in this way, we
enable polarization-state measurements with low error rate, thus significantly increasing the
implementation’s performance. In a realistic scenario of high loss, we report an increase of the secure key
rate from 6.1 to 228.3 bits/s, i.e. by a factor of 37, with the method described.

2. Methods

2.1. Mitigating dispersion effects
The total timing uncertainty a QKD protocol is subjected to can be written as

AT = /o + of + ap. (1)

Here, o is the photons’ coherence time, which is a fundamental property related to their finite spectral
width [21]. oy signifies timing jitter due to imperfect detection electronics, and oy, is the temporal spread
due to chromatic dispersion. We assume independent normal distributions for each effect.

For photons of 100 GHz (/0.8 nm) spectral width at 1550 nm, the coherence time o¢ is less than 5 ps.
This is negligible for current BBM92 applications. Regarding timing jitter o}, superconducting
single-photon nanowire detectors (SSPD) are the state of the art. The lowest SSPD jitter values reported
today are in the order of 5 ps for telecom wavelengths [22], while commercial devices including
time-tagging electronics typically exhibit jitters of 40 ps [23—25]. The steady advancements in nanowire
technology, however impressive they may be, can nonetheless only be put to use in entanglement-based
QKD if chromatic dispersion effects of the links can be mitigated. Without such mitigation, any reduction
of oy is masked by chromatic dispersion effects. This becomes apparent when calculating o, for a fiber of
length L, using the formula [21]

op = O /\D )\L, (2)

where o) is the spectral width in wavelength of the propagating signal (typically 100 GHz) and D, is the
wavelength-dependent dispersion coefficient. D) takes positive (negative) values for anomalous (normal)
dispersion, i.e. higher-energy photons traveling faster (slower). Glass fibers and e.g. chirped fiber Bragg
gratings can be manufactured to exhibit both positive and negative dispersion coefficients [26]. For a typical
D) = +18 psnm~! km™! at 1550 nm, the dispersion amounts to op ~ 1400 ps for a 100 km inter-city link.
But even a comparably short 10 km link in an intra-city network such as in [4, 5] exhibits about 140 ps of
dispersion spread, which already poses a problem for high-end entanglement-based QKD implementations.
It is therefore of utmost importance for state-of-the-art QKD implementations to overcome dispersion
effects.
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Local dispersion compensation has been shown for prepare-and-send [9] as well as entanglement-based
[27, 28] QKD protocols by compensating right before or after the dispersive fiber channel. For
entanglement-based protocols however, there is a unique method of dispersion compensation developed by
Franson [20, 29]. He proposed to carry out so-called nonlocal dispersion compensation for entangled
photon pairs by changing the dispersion in the transmission channel of one photon only. In this way, we
can exploit their wavelength correlations to restore temporal correlations which have been degraded due to
chromatic dispersion effects. In case of wavelength anti-correlation between entangled photons produced by
spontaneous parametric down-conversion (SPDC), the total o between Alice (A) and Bob (B) is equal to
the sum of the channels’ individual dispersion values:

op = JS + ag (3)

= o\(DAL* + DRLP). (4)

Here, o) is the photons’ effective spectral width in wavelength, which is determined by the SPDC source
and the filters in use. Therefore, op = 0 is possible for zero total dispersion (DAL* = —D8L®), reducing AT
to contributions by o¢ and oy alone.

It is important to stress that the possibility of nonlocal dispersion compensation is a unique feature of
entangled photon pairs. The continuous cancellation of dispersion by acting on one photon only has no
classical counterpart and can be considered a quantum advantage. Also, it is an example of the versatility of
entanglement-based QKD schemes. The correlations of entangled photons, which naturally occur in SPDC
in many different degrees of freedom, can be exploited in order to enhance secure key rates without
compromising the degree of freedom used for actual key creation. Entanglement can therefore be seen as a
resource to further improve QKD protocols which are, in their basic form, concerned with one degree of
freedom only. In our case, this allows us to use just one device to compensate for dispersion in two different
single-mode fibers (SMFs) carrying the entangled photons. Thus, loss and additional complexity caused by
the compensation device are the same as they would be in a single-channel experiment.

The principal feasibility of nonlocal dispersion compensation has been shown using a broad SPDC
spectrum centered around the zero-dispersion wavelength of two similar fibers [30]. Also, it was used to
implement one measurement basis [31] and to significantly violate Bell’s inequality [32] in measurements
on time-energy entangled photon pairs. In this work, we develop the scheme further to demonstrate for the
first time that nonlocal dispersion compensation can in fact be used for improving secure key rates in QKD
applications. We implement a full-fledged BBM92 QKD scheme based on polarization-entangled photon
pairs sent along standard telecom fibers and show experimentally that by introducing negative dispersion in
one channel only, tight timing correlations can be restored and key rates can be increased substantially.

2.2. Experimental setup

The working principle of our experimental setup is shown in figure 1. We use a Sagnac-type source of
polarization-entangled photons with a type-0 phase-matched nonlinear crystal [33]. It is pumped with a
continuous-wave laser at wavelength A, = 775 nm, producing photon pairs with their spectrum centered at
approximately 1550 nm via SPDC. The down-converted photons are coupled into a SME. Obeying energy
conservation, Ap & (As + Aj)/4 holds for individual entangled photon-pairs, where s (i) denotes signal
(idler) photons. This relation can be used to select entangled signal and idler photons from the full
spectrum. To this end, we use dense wavelength division multiplexing (DWDM) top-hat filters with

200 GHz broad spectral transmission [15, 34]. With two such filters, we realize wavelength channels
centered at 1549.32 and 1550.92 nm, respectively, each carrying one of the entangled photons. We align the
source such that the photons in these respective color channels are maximally entangled in their
polarization degree of freedom, forming the Bell state

|¢+>pol - 1/\/5(‘HS)H1> + ‘VS) Vl>)
= 1/V2(|Dy, Dy) + |A,, A)), (5)

where H (V, D, A) denotes horizontal (vertical, diagonal, antidiagonal) polarization.

The signal photons are injected into a 6.46 km long G.652 telecom fiber with D\ = +16.7 & 1.0 ps
nm~! km™! as specified by the manufacturer [35, 36], resulting in a calculated total dispersion of
oB /oy = +107.9 + 6.5 ps nm L. In order to nonlocally compensate for this dispersion in Bob’s arm, Alice’s
channel carrying the idler photons is connected to a Teraxion Clearspectrum T2506 DCM. According to the
display’s reading, it can introduce dispersion values o /o ranging from —170 to +170 ps nm ™! in

10 ps nm ™! steps [37].
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Figure 1. Sketch of the experiment’s working principle. ®* denotes the source of photonic entanglement. Two 200 GHz
wavelength division multiplexing channels guiding the entangled photon pairs are selected from the source spectrum. The
photon in Bob’s arm passes a G.652 telecom fiber spool where it experiences positively signed dispersion 5. The dispersion
value in the other arm (of) is manipulated via a dispersion compensation module (DCM). Both photons are then detected by
Alice and Bob, respectively. They measure polarization by applying different settings of a half-wave plate (HWP) before a
polarizing beam splitter (PBS). The detection time is recorded using SSPD connected to one time-tagging module (TTM). We
calculate the cross correlation between Alice’s and Bob’s time tags to generate the g2 intensity-correlation functions displayed in
figure 2. The resulting temporal width AT of the correlation function depends on the sum of the individual dispersion values
|0 + oB|. By introducing dispersion of equal magnitude and opposite sign, the initial non-dispersed timing correlations can be
restored. In reality, coherence time and detector jitter result in a minimum value for the gm spread, which is not visualized in the
sketch for simplicity.

We simulate a long-distance scenario of 300 km distance in terms of loss by introducing attenuation of
about 30 dB in each channel. This is done by decreasing the SMF coupling efficiency at the detectors. We
calculate the loss via the Klyshko or heralding efficiency, i.e. by determining the ratio between correlated
photons and all detector clicks (less noise counts) [38].

Alice and Bob determine the polarization state of their respective photons using polarization analysis
modules, consisting of a HWP and a PBS, and detect the photons via SSPD of the Single Quantum Eos
series connected to the same TTM Ultra 8 by Swabian Instruments. We report a constant background noise
level of 160 kcps (Alice) and 175 keps (Bob).

3. Results

In order to quantify the QKD protocol’s performance, Alice and Bob record a time tag and the HWP’s angle
setting for each of their measurement events. The HWP settings correspond to different polarization
measurements (0° = H, 22.5° = D, 45° =V, 67.5° = A), where equal (orthogonal) settings at Alice and
Bob correspond to correct (erroneous) results, owing to the desired Bell state described in equation (5).
These measurements are carried out for different settings of the DCM.

AT can then be determined for each DCM setting by plotting a histogram showing the number of time
tags at Alice and Bob per temporal delay between them (for HH see figure 2). The full width at
half-maximum (FWHM) of these histograms corresponds to AT. We clearly observe dispersion-induced
changes of AT when tuning the DCM settings over their full range of —170 to +170 ps nm™~'. The
positively signed temporal dispersion o5 of the fiber can be counteracted by introducing negative dispersion
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Figure 2. Histograms of coincident events according to HH polarization measurements per relative delay between Alice and Bob
in 1 ps bins, normalized to 1 s. VV, DD and AA (not depicted) show similar behavior. Each histogram corresponds to a different
setting of the DCM. Note that DCM settings >0 ps nm ™' are equivalent to simulating another dispersive fiber in Alice’s arm. The
peak values decrease for broader temporal spreads due to constant total coincidence rates.
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Figure 3. Average temporal dispersion AT as a function of the DCM settings. The values of AT were acquired by fitting
Gaussian functions to all histograms. Each data point represents the average FWHM of all four equal polarizer settings. Errors
bars are plotted assuming Poissonian errors of the detection rates. Optimal dispersion compensation was found for the DCM
setting of —90 ps nm ', where AT is limited by the detector jitter o = 66 & 3 ps. For DCM values of —100 ps nm~' and lower,
the dispersion in Bob’s arm is being overcompensated, thus again increasing the total temporal uncertainty AT.

coefficients in the DCM, reducing AT to contributions from detector jitter and coherence time only. Setting
the DCM to positive dispersion values however simulates a long-distance fiber link in Alice’s channel, thus
further increasing AT.

Figure 3 shows the average FWHMs of all correct correlations for each of these DCM settings, which we
extracted from Gaussian fits to the experimental data. The minimal value of AT = 66 £ 3 ps was found for
a DCM display reading of —90 ps nm~!. The mismatch with the calculated location of the minimal value at
—107.9 ps nm~ !, which amounts to a 5% deviation in the considered range, can be explained by DCM
imperfections and/or deviations of the fiber’s dispersion specification.

Summarizing, we were able to tune AT from 66 to 197 ps with our method, inducing both normal and
anomalous dispersion in Alice’s arm. Such dispersion manipulation of entangled photon pairs must be
understood as a nonlocal process [29]. This is because the dispersion we introduced in Bob’s arm was
compensated for by changing solely the dispersion in Alice’s arm, while Bob’s dispersion value stayed
constant.

4. Discussion

We will now investigate the secure key rate implications of these dispersion-induced changes to AT. For the
above histograms, only correct polarization correlations were used to determine AT, since the erroneous
ones mainly consist of the noise floor due to high fidelity of our entangled state. For carrying out the actual
QKD protocol however, all correlations have to be used, since Alice and Bob must not publicly
communicate their polarization measurement outcomes, but only their time tags and basis choices. Once
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Figure4. Secure key rates for individually optimized coincidence windows #cc vs DCM settings. For a DCM setting of

—80 psnm !, we observed a secure key rate of 228.3 bits/s as compared to just 6.1 bits/s for the least favorable setting. Thus, we
observe a 37-fold improvement of the key rate by nonlocal dispersion compensation. The blue graph shows our simple model
(see appendix A.2) which captures the main behavior of the experimental data.

they have done so, they have to agree on a delay including a tolerance interval, the so-called ‘coincidence
window’ f¢c, to define those events that are used for key creation (‘coincidences’). Naturally, the optimal
choice of tcc in terms of secure key rate strongly depends on AT of the acquired histograms: if the
histogram is flattened due to dispersion, one is forced to use a larger fcc in order to collect as many
coincidences as possible. The number of erroneous detection events however increases proportionally to
tce, therefore inflating the quantum bit error rate. This explains the behavior of the secure key rate as
shown in figure 4. Here, we calculated the maximal secure key rate for every setting of the DCM module as
the average of horizontal-vertical and diagonal-antidiagonal basis settings. We numerically optimized tcc to
acquire the highest possible secure key rate for each DCM setting individually (see appendix A.1). The
overall maximal secure key rate of 228.3 bits/s is found for the DCM setting at —80 ps nm™~'. Compared to
the lowest acquired value of 6.1 bits/s, our nonlocal dispersion compensation scheme therefore resulted in a
37-fold increase in secure key rate.

This demonstrates the detrimental effect of dispersion and its overcoming by nonlocal dispersion
compensation. The dispersion-induced degradation of our QKD system’s error rate could be annihilated
with our method. Furthermore, the observed overall behavior is in good agreement with our theoretical
model as can be seen in figure 4. Also note that conventional compensation of dispersion in both channels
would require the use of two lossy DCM modules. Assuming a hypothetical second module with the same
attenuation of 4.56 dB, calculations using our model show that the maximum obtainable key rate would
only have been 38.9 bits/s in such a local dispersion compensation case. Details on the model are provided
in appendix A.2.

We have shown that chromatic dispersion acting on an entangled photon pair can be compensated in a
nonlocal manner by manipulating only the dispersion experienced by one of the two entangled photons.
Doing so, the tight original timing correlations of the entangled source’s emission process can be retrieved
by exploiting their non-degraded wavelength anticorrelations. To the best of our knowledge, this is the first
experimental demonstration of improving secure key rates in QKD via nonlocal dispersion compensation.

5. Conclusion

We have devised a QKD implementation over a 6.46 km fiber link and successfully managed to increase the
resulting secure key rates by compensating for chromatic dispersion in a nonlocal manner. Utilizing
wavelength anticorrelations of polarization-entangled photons to counteract temporal broadening, we have
shown a 37-fold gain of key rates compared to the least favorable dispersion configuration. For this nonlocal
compensation scheme, a ready-to-use off-the-shelf DCM and patch fibers were deployed, with no need for
further alignment of sensitive components. Additionally, our experiment was designed to match real-life
loss scenarios. Since one device is enough to compensate a two-channel QKD scheme, the DCM insertion
loss is the same as it would be in a single-channel experiment. The scheme is therefore ideally suited for
real-world applications.

Our findings can easily be generalized to substantially longer fiber links, where control of dispersion is a
prerequisite for obtaining high key rates or even any key at all. Taking a 400 km link as an example, the
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secure key rate can be increased by a factor of 400 to about 10 bits/s with our method. This estimate is
ignoring noise counts, e.g., from parallel classical traffic, which would increase the necessity of tight timing
correlations even further. Since excellent timing precision is obligatory for state-of-the-art QKD, our
scheme can help to enhance any in-fiber entanglement-based QKD system. It is straightforward to adapt it
to high-dimensional entanglement or other degrees of freedom, e.g. time-energy entanglement.
Concluding, we are convinced that the nonlocal dispersion compensation scheme presented in this work
will be an essential component for future implementations of fiber-based QKD networks.
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Appendix A

A.1. Secure key rate calculation

To quantify the improvements achieved by our dispersion compensation scheme, we calculated the secure
key rate in the asymptotic limit of infinite key size for each DCM setting. In order to do so, one first needs
to calculate the quantum bit error rate (QBER, E) [2], which is defined as the ratio of erroneous
coincidences to total coincidences. It can be written as

CCerr
E=— —7 —, A.l
CCCOIT + Ccerr ( )
where CCe;; (CCorr) is the number of erroneous (correct) coincidences per second. Using E, one can
calculate the lower bound for the secure key rate R; in the infinite-key limit is using the formula [39]
Ry = CCuo - (1 — (1 + f)H2(E)) . (A.2)

Here, CCiot = CCeorr + CCe is the total number of coincidences per second, f = 1.1 [40] is the
bi-directional error correction efficiency and H,(x) is the binary entropy function [39]. CCcoyr and CCer
both depend on the chosen coincidence window tcc, which has been determined numerically to optimize
R; for each DCM setting.

A.2. Fitting model

The blue curve in figure 4 represents our model of the secure key rate behavior depending on the DCM
settings. For this model, CCy, in equation (A.2) is calculated using the source brightness B, channel losses
7;> and a correction factor s (ignoring noise counts):

CCiot = sBnanp. (A.3)
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Key rate limits to BBM92 in SMF-28 fiber
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Figure Al. Expected secure key rates over total communication distance in kilometers of SMF-28 fiber, assuming a BBM92
protocol with symmetric channel loss and chromatic dispersion. For each distance and spectral width, the source brightness is
optimized. Solid (dashed) lines refer to QKD systems with (without) dispersion compensation. The different colors refer to the
width of the selected entangled photon’s joint spectral amplitude centered at 1550 nm. The behavior clearly shows that broader
spectra using nonlocal dispersion compensation are favorable as compared to narrow spectra with low total dispersion.

The QBER E in equations (A.1) and (A.2) is modeled as

B 2
g — $Banseo £E/2 (A4)
sBnang + €
where e, is the probability of erroneous detection due to optical imperfections of source and polarization
analyzers, DC; are the noise counts per detector and

& = (Bna + 2DCa) (B + 2DCp) 1/ 0¢ + of + 0 (A.5)

is the rate of coincident counts which arise by chance due to the finite coincidence window tc¢c and not due
to an actual photon pair. £ is divided by 2 in the numerator of equation (A.4) because only half of these
‘accidental’ clicks contribute to erroneous coincidences with orthogonal polarizer settings and the other half
is registered as correct. For simplicity, we do not account for the numerical optimization of the coincidence
window in our model, but set tcc = AT. The factor s = erf[\/In(2)] = 0.76 in equations (A.3) and (A.4)
accounts for the fact that true coincidence clicks originating from photon pairs follow a Gaussian
distribution with FWHM AT, i.e. clicks outside the coincidence window at the ‘tails’ of the distribution are
lost.

Figure 4 shows this key rate model for the following parameters in use: B = 5.75 x 108 cps,
7, = 29.05dB, 1, = 29.31 dB, DC, = 1.4 x 10°cps, DC, = 1.75 x 10° cps, e, = 0.01, 07 = 66 ps, oc = 0
ps. All modeling parameters were estimated from experimental data. The model was offset by —80 ps in
order to fit the data, although we expected optimal compensation to take place at —90 ps. This discrepancy
is most likely due to statistical fluctuations in the measured count rates and will be subject of future studies.
Further deviations between our model and the observed R, can be explained by the fact that our simple
model does not capture the numerically obtained optimal coincidence windows, which is especially
important for low key rates, and that all underlying distributions were assumed to be perfectly Gaussian for
simplicity. Nevertheless, we observe that our model correctly captures the main features of the
experimentally obtained key rates and thus explains the functional dependence of secure key rate on
nonlocal dispersion compensation.

A.3. Improvements using non-local dispersion compensation over long distances

Using the model introduced above, we estimate the maximum achievable distance and key rate for a
fiber-based BBM92 system along standard SMF-28 fiber. Figure A1 shows calculations for identical fiber
channels from source to Alice and Bob, with attenuation of 0.2 dB km ™! and 418 ps km™! nm™! chromatic
dispersion. We assume state-of-the-art parameters for all curves: dark counts DC = 100 cps per detector,
1% optical error e, and 20 ps detector jitter oy. Brightness values B are optimized for each curve
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individually, with values ranging from 6.6 x 10° to 2.5 x 10° cps. Different spectral widths of the photons
lead to different efficiencies of our non-local dispersion compensation scheme. If the photons are narrowly
filtered, dispersion contributes much less to AT than coherence time (see equation (1)). Thus, in the case of
an optimal time-bandwidth product at 2 GHz, dispersion compensation can only marginally increase key
rate and maximal communication distance. The broader the spectrum however, the more key rate and
maximum distance can be gained with our scheme, and the 2 GHz case can be outperformed: for 10 GHz
(100 GHz), the maximum distance is increased by 115 km (250 km). Also key rates can be increased
substantially. Optimizing for 300 km distance, dispersion compensation allows for a gain in key rate from 5
to 1036 bits/s in the 100 GHz case and from 49 to 438 bits/s with 10 GHz. Broader photon spectra allow for
a higher maximum key rate when using dispersion compensation, since one is not limited by long
coherence times. In addition to enhanced performance, using broad spectra also has the advantage of
substantially less complex source designs. This is because sources of photonic entanglement that exhibit
both narrow photon spectra and high brightness require the use of cavities and/or waveguides [41].
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3 Publications

3.4 Continuous entanglement distribution over a transnational 248
km fiber link

This paper can be considered the main work of this thesis, since all other publications essentially
helped in designing and operating this final experiment. In it, we report on a long-distance fiber
connection carrying polarization-entangled photon pairs, thereby overcoming high loss, chromatic
dispersion and polarization drifts. The mathematical model developed in publication[3.I] can be
considered the foundation of this experiment, since it was used to assess its final design and operation
parameters. At the heart of this work lies the high-brightness source of polarization-entangled
photon pairs, which is described in detail in paper[3.2] Publication[3.3| reports on our findings and
observations when carefully analyzing the effect of chromatic dispersion, which the long-distance
fiber connection of this publications suffers from, and developing strategies to overcome it.

I contributed to the paper by designing the experiment with Rupert Ursin, Lukas Bulla and
Martin Bohmann, by helping Rupert Ursin to acquire the necessary fiber connections, by designing
and constructing the source of entangled photon pairs, the detection modules, and the chromatic
dispersion stage, by operating the link together with Alexander Buchner, by taking and analyzing
the data with Lukas Bulla, by plotting all graphs and by writing the paper.
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Entanglement is the basis of many quantum applications [1-8]. The technically
most mature of them, quantum key distribution [9-11], harnesses quantum
correlations of entangled photons to produce cryptographic keys of provably
unbreakable security [12, 13]. A key challenge in this context is the
establishment of continuously working, reliable long-distance distributions of
entanglement. However, connections via satellites [14, 15] don’t allow for
interruption-free operation, and deployed fibre implementations have so far
been limited to less than 100 km by losses [16], a few hours of duty time [17, 18],
or use trusted nodes [19]. Here, we present a continuously working international
link between Austria and Slovakia, directly distributing polarization-entangled
photon pairs via 248 km of deployed telecommunication fibre. Despite 79 dB
loss, we measure stable pair rates of 9 s™ over an exemplary operation time of
110 hours. We mitigate multi-pair detections with strict temporal filtering,
enabled by nonlocal compensation of chromatic dispersion. Fully automatized
active polarization stabilization keeps the entangled state’s visibility at 86% for
altogether 82 hours, producing 403 kbit of quantum-secure key at a rate of
1.4 bits/s. Our work paves the way for low-maintenance, ultra-stable quantum
communication over long distances, independent of cloud coverage and time of

day, thus constituting an important step towards the quantum internet.
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Fibre-based QKD systems offer stable operation, independence from meteorological
conditions, substantially reduced maintenance effort and the use of already deployed
telecommunication infrastructure. These advantages can compensate for their higher
losses [20] compared to satellite connections. Therefore, while intercontinental
guantum connections will most likely be operated using satellites, shorter distances of
several hundred kilometres can be covered by fibre links [19, 21]. Metropolitan fibre
networks deploying entanglement-based QKD additionally have the advantage of
allowing to fully connect many users in a straightforward fashion [17, 22], potentially
on fibres used for internet traffic, wavelength-multiplexed with the classical signal [23].
Nevertheless, losses in the fibres, imperfect preparation of entangled states, chromatic
dispersion, polarization mode dispersion, and timing precision in the detection of single

photons hinder stable operation over long distances.

Up until today, the longest distance for entanglement distribution in deployed fibre was
along a single 96 km fibre between Malta and Sicily [16]; additionally, the same
submarine cable was used for a round-trip connection of altogether 192 km [24]. The
longest uninterrupted operation of entanglement distribution, using active stabilization,

has been demonstrated to work for 6 hours along a deployed 10-km-link [18].

In this work, we combine state-of-the-art equipment and optimal exploitation of our
polarization-entangled photons’ quantum properties to demonstrate continuously
operated entanglement distribution along a record distance of 248 km of deployed
telecom fibre, connecting Bratislava in Slovakia and St. Polten via Vienna in Austria.
Additionally, we show, for the first time, ground-based entanglement distribution for
QKD in a real-life two-channel configuration, while one channel crosses the
international border between Austria and Slovakia without any intermediary trusted

nodes. Despite unprecedented total loss of 79 dB, we achieve entangled pair rates of



9 s! and secure key rates of 1.4 bits/s on average. We continuously operate the link
for a record of 110 hours by actively stabilizing the polarization in a highly efficient,

nonlocal way, achieving a duty cycle of 75% and a total key of 403 kbit.

Sender and receiver infrastructure

Deployed
SMF Link

Figure 1. Sketch of the Setup. The source of entangled photon pairs is situated in Vienna. We create polarization-entangled
photon pairs at two distinct telecommunication wavelengths by pumping a non-linear crystal (NLC) in a Sagnac configuration
with a 775 nm laser (PL) and collecting the down-converted photons with single-mode fibres (SMF) connected to a wavelength
division (de-)multiplexer (WDM). The idler photon passes a dispersion compensation module (DCM) which nonlocally recovers
the entangled state’s tight temporal correlations broadened by chromatic dispersion along the link. The idler is then directed
along 129 km of fibre to a polarization measurement module (PMM) in St. Pélten in Lower Austria. The signal photon passes
an automatized in-fibre piezo-based polarization controller (PPC) which nonlocally realigns the phase of the entangled state,
should its quality decrease. Afterwards, it travels to a PMM in Bratislava of the same design as the one in Austria. In these
PMMis, the photons are randomly directed to orthogonal measurements in two mutually unbiased linear polarization bases.
They photons impinge on superconducting nanowire single-photon detectors (SNSPD), and a GPS-clock-disciplined time-
tagging module (TTM) records detection time, measurement basis and outcome. Via classical internet connections, the two
measurement stations’ detection events are compared and coincidences calculated. If their quantum bit error rate increases,
Vienna starts the polarization alignment. PBS: polarizing beamsplitter, HWP: half-wave plate, PL: planoconvex lens, dPBS:
dichroic PBS, DM: dichroic mirror, LPF: longpass filter, BS: 50:50 beamsplitter

We implement a symmetric two-channel QKD system in a “source in the middle”
configuration, following the BBM92 protocol [10] for polarization entanglement (see
Fig. 1 and the Methods section). The source of entangled photon pairs is situated in

Vienna, utilizing continuous-wave-pumped spontaneous parametric down-conversion
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(SPDC) in a Sagnac configuration [25] and wavelength division demultiplexing (WDM)
to create entangled photons of 100 GHz spectral width around 1550.12 nm with > 99%

fidelity to the Bell state
lp*) = 1/V2 (|H)splH)p + [V)sp|V)g) 1)

= 1/V2(ID)spID)s + 14)splA)p ),

where H (V, D, A) refers to horizontal (vertical, diagonal, antidiagonal) polarization.
The subscripts denote the receiver stations of the respective photon: St. Pélten in
Lower Austria (SP) and the campus of the Slovakian Academy of Sciences in
Bratislava (B). The connections are realized via deployed telecom fibres of 129 and
119 km length, respectively. The receivers measure each photon’s polarization state
using a bulk polarization measurement module in two mutually unbiased, randomly
chosen linear polarization bases (H/V or, with equal probability, D/A).
Superconducting nanowire single-photon detectors (SNSPD) connected to a time-
tagging module (TTM) register each detection event. By comparing the detection
times, SP and B identify the entangled photon pairs. The total transmission of each
link was determined to be —40.2 dB (-38.4 dB) for the link to SP (B), including all
losses and detection efficiencies. From this, it follows that an average of 8.9 pairs
were detected per second between the receiver stations. We can only harness the
quantum correlations of those pairwise (or “coincident”) events measured in the
same polarization basis. The rate of these photon pairs is called “sifted” key rate and
amounted to 4.4 s™* on average in our case due to our passively implemented,
balanced and random basis choice. Strict temporal filtering with a width of

tcc=114 ps, also called the “coincidence window”, further reduces this value to 3.8

s™L. Of this rate, on average 0.46 coincidences originate from accidental counts,



contributing 4.4 percent points to the quantum bit error rate (QBER), which is well

below the 11.0% limit necessary to arrive at a non-zero key [26].
Nonlocal dispersion compensation

To reach such a low level of accidental coincidences over our high-loss link, sufficiently
high temporal detection precision is necessary, allowing for strict temporal filtering [27].
The greatest effect detrimental to timing precision in our experiment is chromatic
dispersion (CD) along the fibres. CD causes photons with finite spectral distribution to
disperse in time, thus spreading the entangled photons’ temporal intensity correlation
function g@. In our case, optical time-domain reflectometer measurements of the link
yielded a CD of 16.8 (6.0) ps/nm/km at 1550 nm for the link to St. Pdlten (Bratislava).
Thus, our 100-GHz-bandwidth photons would suffer from a total CD of about 1.8 ns
over the full fibre stretch, which is 50 times larger than the SNSPD and TTM jitters
combined. To prohibit this, we deployed a single passive dispersion compensation
module (DCM) with equal and opposite CD of —1.8 ns acting on the photon traveling
to St. Polten only. Such nonlocal dispersion compensation [28-30] harnesses the
intrinsic quantum properties of entangled photon pairs to narrow their g® distribution
by acting on one photon of a pair only. The residual CD-induced temporal spread after
compensation was masked by SNSPD jitter, TTM jitter and GPS clock drift, which we
identify as the remaining contributions to the overall timing uncertainty (see Methods

section).
Active polarization stabilization

Besides accidental coincidence counts, erroneous polarization measurements of
(correctly identified) photon pairs contribute to the QBER. While such errors can be
kept below 0.4% under laboratory conditions and for short time scales [31], the nature

of our experiment required active polarization stabilization of the altogether 248 km of
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deployed fibres, which were subject to polarization drift [32]. Without stabilization, this
drift randomly changes the phase of the Bell state in Eg. (1), such that the quantum
correlations between the photons at SP and B can no longer be observed with sufficient
fidelity. To guarantee long-term operation of our link despite this effect, we
implemented an automatized algorithm for a piezo-based polarization controller (PPC)
working on the fibre channel to Bratislava. It switched on whenever the QBER
increased above 9% (see Fig. 2) and used the QBER value (calculated by B) directly
as input, thus requiring no reference laser. Due to the nonlocal nature of the entangled
guantum state, manipulation of just the photon in the B mode allows to arrive at the
correlations of Eq. (1).

Coincidence count rate and QBER stability ov‘er time
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Figure 2. Quantum bit error rate (QBER) and coincident counts over time with a coincidence window of tCC = 114 ps. When
polarization drifts along the overland fibre link increase the QBER above 9%, the piezo-based polarization controller (PPC)
starts an iterative alignment procedure to reduce the QBER below 7%. The limits were chosen such that alignment is started
well before the 11 % limit of no key. Alignment takes between 8:10 minutes and 1:22 hours, and 57 minutes on average. We
assume that the longer alignment phases are caused by polarization drift during alignment. The longest uninterrupted stable
operation time amounted to 16:36 hours. The coincidence counts stay at a constant value of around 7.7 s-1 over the full 110
hours for tCC = 114 ps.

The PPC iteratively scanned the voltage for each of the four fibre-squeezing
piezoelectric crystals, thus optimizing the QBER via a hill-climb algorithm. Due to the
low coincidence rates, it took the algorithm 2:32 minutes on average to determine the
QBER value with a precision of +0.2%. Therefore, the mean length of the alignment
procedure amounted to 57 minutes along the link, rather than sub-seconds in the

laboratory, where coincidence rates were in the order of 10* s™1. While the PPC is in
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operation, no key can be created, since both bit and basis information are sent via a
classical internet connection. In our case, the PPC was active for altogether 27:57 of
109:55 hours, i.e., 25.4% of the time. This is equivalent to a duty cycle of 74.6% for the
whole QKD scheme, with the longest uninterrupted operation time being 16 hours 37
minutes. During this duty cycle, the QBER was kept at an average of 7.0%, where we
attribute 2.6% to polarization measurement errors and 4.4% to accidental coincidences

(see Methods section).

Secure key rate analysis
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Figure 3. Secure key rate over time. As long as the quantum bit error rate (QBER) stays below 11 %, a quantum secure key
can be created in principle (see Fig. 2). Our polarization alignment procedure allows to keep the QBER in the key creation
regime for altogether 82 out of 110 hours of total link operation. The red line gives the average secret key rate (1.4 bits/s)
calculated from all coincidences over these 82 hours. Thus, the total secure key amounts to 403 kbit, calculated with the
overall, i.e. average, QBER. In black we show the secure key rate based on data acquired over 300 second time windows. Its
fluctuations in the order of +0.3 bits/s originate from Poissonian photon statistics and polarization drifts.

To analyse the performance in a QKD setting, one has to consider the number of
coincident clicks as well as their QBER. For calculation of the final key rates, we
follow the formula outlined in Ref.s [26, 33] (for details see the Methods section).
Temporal filtering is of crucial importance for the final key size. Our optimal
coincidence window tcc amounted to 114 ps. It maximizes the total key accumulated
over 110 hours of link operation: 3.1 Mbit of raw key with a QBER of 7.0% yield

403 kbit of quantum secure key, equivalent to a rate of 1.4 bits/s during the active
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time of 82 hours (see Fig. 3). The obtainable maximum key rate will, due to finite-key
effects, also depend on the actual running time of the link and might actually be lower
if the link is operated for a short time only. To the best of our knowledge, the running

time is only limited by the SNSPD maintenance cycle of about 10,000 hours.
Discussion and conclusion

We have shown an ultra-stable in-fibre polarization-based entanglement distribution
scheme capable of creating quantum secure keys over a length of 248 km and a time
span of 110 hours, overcoming a total 79 dB of loss along two nearly symmetric fibre
links. To this end, we deploy a high-brightness, high-fidelity source of entangled photon
pairs at telecommunication wavelengths together with high-end SNSPD systems. We
operate the link at the current limit of the state-of-the-art, which mainly originates from
the precision of timing synchronization. We manage to lower it to 114 ps by non-locally
compensating for the dispersion of our 100 GHz WDM channels and by the use of
SNSPDs. We find coincidence rates in the order of 7.7 s™ to be optimal to, on one
hand, overcome loss and allow for live compensation of polarization drifts, and on the

other hand to keep accidental coincidence rates sufficiently low.

Possible enhancements of our experiment could be realized by the use of several
multiplexed wavelength channels, which could potentially increase the total key rates
further [34]. Secondly, detection systems with lower detector jitter could allow for even
stricter temporal filtering, which in turn enables higher pair production rates while
keeping accidental coincidences low [27]. Thirdly, the PPC algorithm could be
accelerated by automatically increasing the pump power during polarization alignment,
which would yield better statistics for the QBER assessment. It might also allow for
more stringent optimization, lowering the polarization-induced QBER below 1%.

Fourthly, detailed trade-off calculations balancing the length of the polarization



alignment with the quality of entanglement it establishes have to be carried out to
determine optimal operation parameters. Fifthly, our entanglement distribution system
could be integrated in wavelength-multiplexed quantum networks [16], e.g. by
implementing additional short fibre links to several users in Vienna. Sixthly, our
analysis has mainly focused on QKD. The performance regarding other
implementations, e.g. quantum computation or blind computing, still have to be

evaluated and might have far-reaching implications.

Summarizing, our work paves the way for all kinds of continuously operated
applications of quantum entanglement distributed over long fibre-distances, most

notably, but not limited to, quantum key distribution.
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METHODS
Source of entangled photon pairs

The strong attenuation along both fibre links requires a high-brightness source of
polarization-entangled photon pairs in order to achieve significant coincidence rates
between the receivers. To this end, we deploy a Sagnac-type source based on
spontaneous parametric down-conversion (SPDC) inside a bulk nonlinear ppLN crystal
of type-0 phasematching pumped with a 775.06 nm continuous-wave Toptica laser.
We choose a strong focusing parameter [31, 35] of ¢ = 1.99 in order to arrive at pair
production rates of 2.5x10% s™Y/nm/mW (before all losses). The spatially degenerate
entangled photon pairs are separated from the pump via a dichroic mirror and a
longpass filter and coupled into one single-mode fibre. From the source’s 100 nm
broad spectrum centred around 1550.12 nm, we select two 100 GHz wavelength
division multiplexing (WDM) channels, using in-fibre add-drop multiplexers. The
channel to SP (B) is cantered at 1550.92 nm (1549.32 nm). Photons in one channel
are entangled with their partner in the other channel due to energy conservation in the
SPDC process [22]. The source was operated at 422 mW pump power, producing
6.4x108 photon pairs per second. The source’s intrinsic QBER due to erroneous
polarization measurements was determined to be less than 0.4% in a laboratory

environment.
Single-photon polarization measurement

Two fibre links connect the source of entangled photons, located in the basement of
the University of Vienna’'s physics institute, to two measurement stations: A Turk
Telekom repeater station in Getzersdorf, part of District St. Pdlten in Lower Austria
(SP), and Bob at the Research Center for Quantum Information on the campus of the

Slovakian Academy of Sciences in Bratislava (B). The measurement apparatuses at



SP and B are identical in construction (see Fig. 1). They each consist of a bulk
polarization measurement module (PMM), a 4-channel superconducting nanowire
single-photon detector (SNSPD) and time-tagging electronics (TTM). Local
measurements in the laboratory without long-distance link but including all losses in
source, PMM and SNSPD, have shown heralding efficiencies of about 20% on
average, equivalent to —7.0 dB. All additional loss in our experiment can be attributed

to the fibre links and compensation stages.
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Figure 4. g® intensity correlation of all coincidences used in key creation over the 82
hours of stable QBER. The dotted line shows the width of the coincidence window,

tcc = 114 ps, yielding the highest total key of 403 kbit. The ratio of the areas below the
red and below the black curve within tcc corresponds to the overall QBER of 7.0%. The
yellow area depicts the number of erroneous measurements due to imperfect
polarization alignment, amounting to about 2.6%. The remaining 4.4% of QBER can be
attributed to accidental coincidences. We have subtracted the overall delay of
approximately 44.8 us from all relative delay values.

In the PMM, the photons are coupled out of the long-distance fibre and impinge on a
50:50 beamsplitter randomly directing them to two mutually unbiased linear
polarization basis measurements. The first basis is realized by a PBS transmitting
(reflecting) the horizontal (vertical) polarization mode, which is then coupled into one
single-mode fibre each. The other basis, measuring the diagonal/antidiagonal basis,

works alike except for an HWP set to 22.5° before the PBS, effectively rotating the
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polarization modes by 45°. The four PMM single-mode fibres are connected to the
SNSPD, which detects photons with a probability of =80 % according to the
manufacturer Single Quantum. All detection events are recorded using a TTM by
Swabian Instruments with 1 ps resolution. The combined jitter of SNSPD and TTM on
both sides amounts to = 38 ps full-width at half maximum (FWHM). In order to identify
detector clicks at SP and B originating from the same photon pair, each TTM is
disciplined to a GPS clock. The relative drift of these clocks, on average 13 ps/s, limits
the maximum integration time over which detection events at both receivers can be
acquired and compared. As can be seen in Fig. 4, the polarization measurement error
along the link (2.6 %) is higher than in laboratory measurements (0.2 %) mainly due to
our efforts to keep the PPC alignment time low, which did not allow us to set the

entangled state perfectly for every alignment.

Fibre link

Measurements with an optical time domain reflectometer (OTDR) of the fibre to
St. Polten (Bratislava) yielded a fibre length L of 129.0 km (119.2 km) and losses of
-31.9 dB (-32.6 dB). Additional to loss, there are two dispersion effects detrimental to
QKD imposed by long-distance fibres: chromatic dispersion (CD) and polarization

mode dispersion (PMD).

CD is proportional to L and to the signal’s spectral width. It induces different travel
times along the fibre for different parts of the light spectrum. This can effectively be
seen as a decrease in temporal measurement precision, which smears out the
correlation function between Alice and Bob, thus increasing the QBER and rendering
live tracking impossible in our high-loss setting. In our experiment, we benefit from the
fact that entanglement-based QKD allows for non-local dispersion compensation [28-

30]. This means that the total CD effect of both fibre links can be reduced to zero by



use of just one dispersion compensation module (DCM). It introduces additional
attenuation of about -7 dB. OTDR measurements yielded a CD of 2073 ps/nm
(617 ps/nm) to Alice (Bob). These values are so different because the fibre link to Bob
partially conforms to the G.655 ITU standard, which allows less dispersion (6.0 ps/nm)
than the more commonly used G.652 standard that was used for the link to Alice
(16.8 ps/nm) [36]. Since about 24 km of fibre had not yet been connected to the link at
the time the CD measurements were taken, we estimated the final overall CD to be
3.0 ns/nm, equivalent to 1.8 ns for our 100 GHz WDM spectra (with a FWHM of about
75 GHz = 0.6 nm), and chose the DCM accordingly. The total FWHM of the correlation
peaks amounts to 94 ps on average (see Fig. 4). We consider it a convolution of
independent timing uncertainty effects: 38 ps originate from SNSPD and TTM jitter, as
confirmed in the laboratory without link. The remaining 86 ps can be attributed either
to the mean relative GPS clock drift accumulated over the post-processing integration
time of 7s [37], or to residual uncompensated CD, or to both. In our realization, we had

no means to differentiate between the two effects.

PMD causes different travel speeds for different polarization states inside the fibre.
This is due to varying birefringence over the full stretch of the connection, which is in
turn induced by random fibre imperfections. This effect scales with VL since the
accumulated imperfections can not only add up, but also cancel each other [38]. If
PMD induces a temporal delay between two orthogonal polarization states which is
larger than an unpolarized photon’s coherence time, it becomes polarized. In our case,
this is equivalent to a polarization measurement and would therefore inhibit distribution
of polarization entanglement [39]. OTDR measurements of the fibre to SP (B) have
shown the PMD to be 0.63 ps (0.24 ps), which is substantially lower than our photons’
estimated coherence time of = 10 ps. Accordingly, we could not observe PMD-induced

loss of polarization fidelity along our fibre link.
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Data acquisition

Data was taken over the course of 109:55 hours, starting on December 14th, 2021 at
17:38 and ending on December 19th, 7:05. The average count rates of all four
detectors combined in SP (B) amounted to 62,500 s™* (94, s™1), where 1,200 s™* each
originate from detector-intrinsic dark counts. Of these detector clicks, about 4.4 s™1
were coincident in the same measurement bases (“sifted key”) and can be used for
key creation after error correction and privacy amplification. This number depends on
the chosen coincidence window tcc: For live operation, we chose tcc = 300 ps and an
integration time of 9,600 ms in order to register as many coincidences as possible.
Note that these are the parameters used for polarization alignment and not those used
for key creation, since for live operation, loss of tracking has to be prevented at all cost
in order to ensure polarization stabilization. Such stable live operation of the system
however relies on automatic temporal tracking of the coincidence peak, which is
moving in time due to the GPS clocks’ relative temporal drift. If insufficient statistics,
i.e. too few coincidences for the chosen integration time, cause the peak to be
unrecognizable to the tracking algorithm, it can move out of the 1 ns monitoring window
and be lost. This results in failure of the protocol. On the other hand, if the integration
time is too long, the clock drift can already start to smear out the coincidence peak,
and no additional precision can be gained by integrating further. We chose above
parameters because they proved to work sufficiently well to not lose the tracking over
the full measurement period, while still providing sufficient contrast for alignment.
Thoroughly calculating the discussed trade-offs and optimizing the algorithm with
regard to speed and effectiveness will be the subject of future studies. For key creation,
which is done in post-processing, tcc = 114 ps and an integration time of 7 seconds —

resulting in a sifted key rate of 3.8 s™* and an average QBER of 7.0 % — was shown to



yield the largest key. For a detailed analysis of the choice of the optimal coincidence

window, we refer the reader to the section “Key rate calculation” and Ref. [27].
Active polarization stabilization

Polarization drift along the deployed fibres due to stress, vibrations and temperature
changes constitutes a challenge we overcome with the use of non-local polarization
control. There have been approaches to automatize polarization drift compensation in
both entanglement-based [40] and prepare-and-send [41, 42] implementations, which
however operated in regimes of substantially less loss and on shorter timescales. Our
scheme was implemented in the B fibre, right after the source, via one piezoelectric-
crystal-based polarization controller module (PPC). We align with respect to the QBER
directly. No additional equipment such as a time- or wavelength-multiplexed reference
laser have to be used in this scheme, which greatly reduces the engineering overhead
of the experiment. Polarization drifts in both fibre links could be compensated with just
one PPC due to the non-local nature of our entangled state. The algorithm in use
optimized the visibility of the entangled state by iterative scanning of the voltages
applied to the PPC'’s four fibre-squeezing piezo-electric crystals. Since the coincidence
rates used for live-tracking were only in the order of 5.3 s™1, the most time-consuming
part of polarization optimization is accumulating enough statistics to determine the
current visibility value with sufficient precision, which we chose to be +0.2 QBER
percent points, assuming Poissonian statistics. As can be seen in Fig. 2, the initial
alignment takes much longer than the later corrections (more than 2:30 hours).
Subsequent alignments on the other hand can take as few as 8 minutes, and 57
minutes on average. We assume this is because the phase of the entangled state is

completely random in the beginning. Polarization drifts, however, do not suddenly
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randomize the entangled state’s relative phase but only cause gradual changes which

can be compensated faster.

We managed to compensate for only 25.4% of the total time, which is important since
the coincidence data used for polarization alignment can naturally not be used for key
creation. This also means that continuous monitoring of the QBER value, which we did
for illustrative purposes in this publication, is not possible. Therefore, one can check
the QBER values at certain points in time only, e.g. every hour. This would mean that
the actual duty cycle of the system is reduced by another 3.1 percent points, if one
assumes the determination of the QBER to take about 2:30 minutes. Additionally, if the
QBER is found to be above the PPC limit, it might be beneficial to discard all data
collected since the last QBER measurement in order to not dilute the overall raw key.
This however depends on an estimate of how fast the QBER actually changes, and on
how great the violation of the PPC limit was. Such detailed trade-offs will be the subject

of future studies.

QBER vs. surface temperature, subway construction work and rainfall along the link

o

=
o
—— QBER (300s blocksize)| x
20l Temperature D,SE
— Rainfall 2
Canstruction work .
—_ =
& 151 10635
o
% =]
)
@ 1of 040
s} “9
@
J 5
Eld f i\ 02 =
—
w :
0 A | | 00~
00:00 12:00 00:00 12:.00 00:00 12:00 00:00 12:00 00:00
15th Dec 2021 16th Dec 2021 17th Dec 2021 18th Dec 2021 19th Dec 2021

Figure 5. Depiction of QBER over time along with weather and construction site data. There was little variation in mean air
temperature along the link and only short stretches of light rain. The construction site, whose operation times are depicted
in green, was located close to the deployed fibre connecting the source with the overland fibre links. It involved
subterranean drilling for the construction of a new subway line. We can find no convincing evidence for influences from
weather and construction work on the polarization stability along the link. However, we cannot exclude destabilizing effects
of possible additional construction sites along our 248 km link, since we had no data about them available. Also, harsher
weather conditions might still result in polarization drift.

We also performed a preliminary investigation of possible environmental effects on the
polarization stability (see Fig. 5). We compared QBER drifts with weather data by the

Austrian Central Institution for Meteorology and Geodynamics (ZAMG) as well as with



the working times at drilling sites for the future Viennese subway line U5, which we
were supplied with by the Viennese public transport organization Wiener Linien. We
find no convincing evidence for a correlation of any of above effects and polarization

drift.
Key rate calculation

The key rate depends on several experimental factors. Parameters like pump power,
link loss, chromatic dispersion, fidelity and stability of the quantum state, coupling
efficiency of the source, and the coincidence window have been carefully analysed
resp. chosen, following the methods outlined in Ref. [27]. For our calculation, we follow

the key rate formula [33]
RS = RSU*[1- 2H, (E)] 2)

where RS is the final secure key rate, RS™ is the sifted key rate, i.e. the rate of
coincidences measured in compatible bases, and Hz(x) is the binary Shannon Entropy.
Since both Rs™ and E depend on tcc, one has to choose a coincidence window that
neither excludes too many entangled pairs nor includes too many accidental counts

(see Fig. 4).

The trade-off behind this calculation can be understood as follows: On one hand, if tcc
is too big, we unnecessarily include uncorrelated accidental counts in our valid
coincidences, thus increasing the QBER and losing key to error correction and privacy
amplification. On the other hand, if tcc is chosen too small, too many valid coincidences
get lost, and the size of our raw key decreases. This trade-off with regard to tcc further
depends on the block size and the assumed error correction efficiency f. The latter we
setto 1 in Eq. (2), since we assume an arbitrarily long key in our ultra-stable, actively

compensated QKD scheme. If one however wants to divide the raw key into smaller

63



64

blocks, f will increase [43], which would in turn also lead to a different optimal value of

tcc.

Such smaller block sizes might be desirable due to the fact that in a real-life
implementation, the QBER unavoidably fluctuates in time. In this case, it is beneficial
to split a block of QBER E into n sub-blocks with Ex,...,En where E = (3 "=1 Ei)/n and
calculate R® as the sum of all RS; (Ei), since Hz(x) is a concave function. On the other
hand, smaller block sizes lead to less precise QBER estimates, effectively increasing
the QBER, because one has to assume the worst E possible to guarantee a quantum
secure key. Such trade-offs however are outside of the scope of this paper; we just
present one final key size of 403 kbit for a single block containing the complete raw

key, i.e. not exploiting above considerations for shorter blocks.
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